At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

AGE-INAPPR"PRIATE CONTENT

“Inappropriate” means different things to different people. What's acceptable for one age group, for example, may be
unsuitable for a slightly younger audience. Online, young people can chance upon inappropriate content in various
ways — from pop-up ads to TikTok videos. The increasingly young age at which children become active in the digital

world heightens the risk of them innocently running into something that they find upsetting or frightening. Trusted
adults need to be able to help children be aware of what to do if they're exposed to age-inappropriate content.

SOCIALMEDIA gy N ' & STREAMING

—

Age-inappropriate content is
easily accessible through many ”
social media platforms. TikTok, ' s
for instance, is hugely popular ‘
with young people but is arguably best
known for clips featuring sexualised
dancing or profanity. Some social media
users also express hate speech or
promote eating disorders and self-harm,
which could cause lasting damage to a
child’s emotional and mental health.

GAMING

Gaming is an enjoyable source of
entertainment, but many popular titles
can expose children to inappropriate |
material such as violence, horror, i
gambling or sexually explicit content.
Playing games unsuitable for their age
risks normalising to children what they
-~ are seeing. Some games also include
_ in-game chat, where other (usually
older) online players often use language
/- that you probably wouldn't want your
child to hear or repeat.

The range of video streaming services
available online means that users can
find almost anything they want to watch
on demand. Children are therefore at risk
of viewing TV shows and movies which
contain nudity, drug and alcohol abuse,
explicit language and extreme violence.
Unfortunately, these streaming platforms
can’t always determine that it’s not an
adult who's watching.

ADVERTS g

Online adverts frequently include
age-inappropriate content: usuqllé/
gambling and nudity or partial nudity,
although adverts for alcohol or

\ e-cigarettes are also common. Some
search engines also feature adverts that
are responsive to your search history: so
if you've recently looked up a new horror
movie, shopped for lingerie or ordered
alcohol online, then the ads appearing
on screen could reflect this the next time
your child borrows your device.
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TALK IT THROUGH CONNECT, DON'T CORRECT
Embarrassment or fear of getting into trouble can make it difficult If your child’s been particularly distressed by exposure to ‘
for children to talk openly about age-inappropriate content they’ve content that wasn’t suitable for their age, it's important to offer
watched. Remind your child they can always come to you if they're uidance to prevent them from repeating the same mistake -

troubled by something they’ve seen online, without worrying about
consequences. Before offering advice, discuss what they saw, how
they felt and how they came to find the content in question. «

ut it's equally vital to help them deal with the emotions that the
situation has raised. You could tell them about any similar experiences \;
you might have had at their age, and how you dealt with it. P

BLOCK, REPORT, CONTROL GET SPECIALIST HELP STAY CAIM %ﬁ
After discussing the problem, you and your Age-inappropriate content can Ec‘:’teigrfgfil:wgg ;titijaotlios/;ovtvjﬁlgrgiffgﬁt:légﬁdsthags

child can take action together. This could potentially have a negative impact on a
include blocking any inappropriate sites L7 child’s mental health, which is sometimes been put at risk, it's essential to think before
you react. Your child may well have hesitated

and reporting any content which violates a displayed through changes in their

platform’s rules. To further safeguard your behaviour. If the problem becomes more to open up to you about watching

child online, set up parental controls on {é' severe, you might consider reaching out inappropriate content for fear of the
¢ ‘,i ,

internet-enabled devices that they use. to a mental health professional or an t consequences, so being calm and supportive
This will significantly reduce the chances expert in this field who can provide you > will reinforce the notion that it would be easy
of your child being exposed to to talk to you about similar issues in the future.

and your child with the proper support.
age-inappropriate content in future.

National
Online
Safety’

Meet Our Expert

Cayley Jorgensen is a Registered Counsellor with The Health
Professions Council of South Africa, and she runs a private
practice offering counselling to children, teenagers and families.
Her main focus is creating awareness and educating the
community on the mental health pressures of today’s world, as
well as resources and techniques to understand and cope better.

v HWakeUpWednesday

Sources: https://wwweducationvicgov.au/Documents/about/programs/bullystoppers/sminappropriate.pdf | https:;/wwwesafetygovaufeducators/iraining-professionals/professional-leaming-program-teaehersfinappropriate-content-factsheet |
https://www.revealingreality.co.uk/wp-content/uploads/2021/04/childrens-media-lives-year-7pdf :

@ www.nationalonlinesafety.com y @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 01.12.2021



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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SETTING BOUNDAR[ES
\ROUND GAMING' ;

e

" PROMOTE SAFER
' GAME CHOICES

' Deciding which online games are

g -. helping by setting sensible and fair boundaries. Our guide has tips on key areas where
.you could agree some healthy ground rules for your child’s gaming activity. ==
. ” p—

OK — and which should be avoided =
is tricky. Some titles allow childrento m
cooperate or compete with -
strangers, which creates potential
risks. Watchln?cyour child play online
for a while could provide more insight
into a particular game while the
parental controls on most consoles
allow you to limit who can chat to
your child or send them friend
requests. Remind your child of the
hazards around strangers online
when you discuss this boundary with
them.

.
ENCOURAGE
REGULAR BREAKS £\

Help your child understand the need
to take regular breaks, playing in
shorter bursts rather than marathon
sessions. Bear in mind that some
gqmes (such as role-playing
?qmes require time investment
rom the player, while others (online
team games, for example) can’t be
stopped or paused at a moment’s
notice. A quick break every hour or
so is good practice, and you could
suggest some things to do in these
breaks, such as having a drink of
water or getting some fresh air.

AGREE SPENDING '/@
LIMITS ¢

<>
There's no doubt that gaming can be

expensive, and younger players often[(

don‘t realise how much paying for

d ital items and subscrlptlons can

d up to. Many young gamers love
to buy new skins or upgrades for their
character, so you could settle on a
fixed amount that your child is
allowed to spend on in-game items
each week or month. This sort of
boundary will not only help your child
to manage their expectations but will
also make you more aware of the
price of these items.

DISCUSS AGE N
RATINGS ——cD

Children often ignore the age ratings
on games — or are unaware they
even exist. If you're happy with your
child playing a particular game even
though it's rated above their age,
then establish that as a boundary:
emphasise that you’'ve made an
exception, and talk about what age
ratings mean and why they're
important. You could add context to
this boundary by browsing games’
boxes together while shopping,
discussing why some games might
have earned certain age ratings.

R

Meet Our Expert

Daniel Lipscombe is a writer specialising in technology, video gaming, virtual
reality and Web3. He has also written 15 guidebooks for children, covering
games such as Fortnite, Apex Legends, Valorant, Roblox and Minecraft. With
work published by the likes of PC Gamer, Kotaku, Pocket Gamer and VG247,
he has reviewed more than 50 games and products over the past year.

Source: https:/fhipal.app/about/privacy.html
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" 1 [l |I| m— If your chlld Ioves video games, then you’II probably be aware that how long they spend gamlng and
| i | T = what they’'re actually playing — can occasionally become a source of concern or conflict. The UK'’s
l ‘ n N : trade body for interactive entertainment, Ukie, has recently launched a campaign to promote
JIRAS safer and more responsible gaming among young people — with parents and carers =

FACTOR IN FRIENDS

If your child is a keen video

amer the chances are that

ey’ll have other gamers among

thelr social circle, too. When friends
visit, do they instantly dash to their
console or computer? You could put
boundaries in place before their
guests arrive by agreeing on a length
ofg ammg time. Bear in mind,
though, that they may try to extend
this once they’re together. Try
coming up with activities or
challenges for them during screen
breaks - if they join in, they earn a
little extra time on their game.

ENJOY GAMING
TOGETHER = gwg

ry—

Setting time aside to play video
games together can be an
enjoyable bonding exercise.
Undeniably, some young gamers
may be less enthusiastic about a
quent or carer joining in, but it can

e a productive way.of encouraging
them to share their hobby with you.
Setting ?oals or tasks might be
useful: if they love Minecraft, choose
something to build together; if
Fortnite’s their favourite, ask to try
out some of the fun game modes,
like Prop Hunt, which don’t require
high skill levels.

TALK ABOUT
EMOTIONS

Help your child to monitor
their emotions as they play. Discuss
what is (and isn’t) an'acceptable
level of competitiveness to show
while gaming. Are they allowed to
trash talk other ﬁlqyers, {{o]3
example? Can they notice when they
%1et angry if they lose? Do they think
ese emotions are healthy? Some
games can provoke anger, but
others can bring joy, humour and
the thrill of overcoming a challenge.
Try to steer your child towards
games that tend to produce these
more positive feelings.

BE PREPARED
FOR TROLLS

A frequent problem when gaming
online is other players who are
deliberately troublesome. Make sure
your child knows how to report and

lock someone who makes their
experience a negative one. Between
you, decide if or how they should
deal with these online trolls. Talk
about where your child’s boundaries
are in terms of what they think is
acceptable: what behaviour by other
users is merely frustrating, and what
crosses the line to become upsetting
or abusive.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

With increasing societal pressures, many children struggle with managing emotions, facing challenges and processing failure in a healthy way.
This is why building emotional resilience in young people is vital for their mental health and personal success. This guide provides practical
strategies for parents and educators to help children develop resilience and foster confidence, adaptability and a positive mindset.

ENCOURAGE OPEN g BUID HEALTHY .o ...
COMMUNICATION RELATIONSHIPS &=

Regularly engaging children in open dialogue Strong relationships with peers and adults
fosters trust and emotional expression. provide a support system that enhances
Encourage them to share their thoughts and resilience. Encourage positive, respectful
feelings freely without judgment. Set aside time interactions to develop social skills. Playdates or
daily, perhaps during dinner, to ask open-ended group activities can be instrumental in teaching
questions such as, “What’s made you happy children how to resolve conflicts with friends by
today?". This encourages children to express modelling and practicing calm communication.
themselves openly.

1

MODEL POSITIVE -
D Yoo e (2

Children often learn how to manage emotions
by observing adults. By modelling calm and
positive responses to challenges, you can teach
them valuable emotional management skills. If
you've had a difficult day, verbalise how you're
feeling and explain how you plan to handle it,
such as “I'm a bit worked-up, so I'm going for a
walk to clear my mind.”

-

5 TEACH PROBLEM g}
SOLVING SKILLS @9

Helping children break down challenges
into manageable steps encourages a proactive
mindset. Explain that every problem has a
solution, even if it’s not immediately obvious. For
example, if a child is stuck on homework,
support them in breaking the task into smaller
steps, saying things like “Let’s focus on just this
first question for now.”

TEEN: ek

- SUPPORT EMOTIONAL
AWARENESS

Helping children to identify and name

their emotions allows them to manage
those feelings more effectively. When a
child's upset, encourage them to talk to you
about what they're feeling in an empathetic
and supportive manner, and ask them why
they might be experiencing these emotions.

Y [Ee
3 ENCOURAGE
INDEPENDENCE

Giving children opportunities to make their own
decisions boosts confidence and
problem-solving skills. A good example of this
would be letting children choose and pack their
own lunches for school, guiding them with
options but allowing them to assume
responsibility for the task to help them take
ownership.

5. Wi MG @
5 DEVELOP COPING
STRATEGIES

Teaching children techniques like mindfulness,
deep breathing or journaling can help them to
manage stress. Show them how to perform
breathing exercises when they're feeling
anxious, and practise this regularly. Reinforcing
this behaviour in young people will make it
easier for them to use these techniques of their
own accord during stressful moments.

4 FOSTER A GROWTH (5
MINDSET

Encourage young people to view mistakes as
learning opportunities. A growth mindset helps
them see setbacks as part of the process, rather
than something to be upset about. After a child
loses a game or performs poorly on a test, for
example, ask them what they’ve learned from
the experience. This reinforces the idea that
effort — and even failure — leads to
improvement.

g PROMOTE SELF- CARE
PRACTICES

— —_ 3
CELEBRATE SMALL g ==
WINS —

Teaching children about self-care Recognising effort, no matter how smaill,

helps them understand the importance reinforces perseverance and encourages

of balancing work with relaxation to maintain children to keep trying. After a child completes a
emotional wellbeing. Parents and carers could difficult task, makes progress on a project or
start a screen-free hour before bedtime where reaches another type of personal goal, praise
the family engages in relaxing activities like their efforts. Emphasise the hard work they’ve
reading, setting an example to the child for how put in and be sure to let them know how proud
to unwind. you are!
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Adam Gillett is Associate Vice Principal for Personal Development at
Penistone Grammar School and works on secondment one day a week
for Minds Ahead, which works with schools on improving their mental
health provisions.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need|to, Know about ;

IHOW/TOICOM BAT///
ONLINE'BU

e
% e Defined as “ongoing hurtful behaviour towards someone online”,
cyber-bullying makes its victims feel upset, uncomfortable and unsafe. In the digital world,
it has numerous forms — such as hurtful comments on a person’s posts or profile; deliberately
leaving them out of group chats; sharing embarrassing images or videos of someone; or spreading
gossip about them. Cyber-bullying can severely impact a young person’s mental health ... so, in

support of Anti-Bullying Week, we’ve provided a list of tips to help trusted adults know what to look

for and how to respond to it.

1 GET CONNECTED 7’;

Plazlng online gam st ether j L7,

Depending on their age, your

. with your chi d nnectlng ; child might not want a parent
- with them o ial medlu /. ] ‘fighting their battles for them’.
(pr: |d|ney re old ému h is In that case, talk through their
not only fun but al&o an exc llen options with them (blocking the
- way of estab rshln éome perpetrator, deleting the app and
' ground to d| gsy soon).B your child to

2. KEEP TALKING

' Regular chats with young people
~ about their online lives are good
., practice in general, but they can
« dalso be an excellent refresher to
help prevent cyber-bullying
situations. Topics you might want to
revisit include why it’s important to
only connect online with people we
know and trust, and why passwords
should always remain secret (even p
from our best friends). ,

J
% 3. STAYVIGILANT ®

} 0bserve our;t:hlld while they'lg
usm nology and just"qfte,[!

oo

.+ they ve used it. Are they acting
Q normally, or out of character?
 Possible signs of a probl
include seemlnb quiet or .
~ withdrawn, jumpy or anxious, angry 4
- or repe checklng their phope
When you 1‘ lit's the right time,
- you may want to check in with
them to;silf everythmg is 0&

' s MAKE YOURSELF AVAILABLE

< If an online bullying incident does
Ji occur, it may take a while before :
;f your child is reod to open up about
- what happened. Just gently remind
* them thq they can always come to
You with any problems - and that
hey won’t be'in trouble.
You might also suggest a
trusted family member they
. could turn to, in case they feel .

' too embarrassed to tell you
4 directly.

5. BE PREPARED TO LISTEN

When conversations about onllne

bullying do take place, they're

I|kely to be difficult, emotional and
setting for both you and your
ild. Actively listen to your child

may

FURTHER SUPPORT AND AD\HCE

If you or your child need additional help with an online bullying issue,
here are some specialist organisations that you could reach out to.

Childline: talk to a trained counsellor on 0800 1111 or online at
www.childline.org.uk/get-support

/l
i\

Victims of online bullying
frequently experience feelings

j The

ollowmg
choose the path they take, you're
putting them in control but are also
demonstrating that you're there to ;
support them qlong the way l’

7. REPORT BULLIES ONLINE

Cyber bullying often takes place

hrough a particular app, social /
or onlinegame.
g to your child, @’
M to report the A\¢&

dia Iatfor
app or game in
ally with screengrabs
to supportt ir complaint. Most
games and apps have reporting tools
specmcallytosm usive
behqwourond )

Protecting themselves online
is the priority, of course, but
young people should also feel
empowered to help if they witness
other people falling victim to
cyberbullying. Even if they don't feel
confident enough to call someone
out on their abusive behaviour
onling, they can still confidentially
report that person to the app or
game where the bullylng occurred.

9. SEEX EXPERT ADNICE 7

of isolation and anxiety, a loss of
self-esteem and potentially even
thoughts of self-harm or suicide. If |
you think that an incident of
Kber bullying has affected your
ild’s mental wellbeing, then seek
psychological support or them.
ore some useful contact
‘the central ponel below. ¢
- -

10. INVOLVE THE AUT\-\OR!T IES

If the nature of any online >

de

bullying makes you suspect
that your child is genuinely in
imminent physical danger -
or if there are any signs

whlle they’'re bringing you up to
- speed, anyd try no?togsxow ae\y National Bullying Helpline: counsellors are available on 0845 225 5787 whatsoever of explicit images
~~_ judgement or criticism — or by visiting www.nationalbullyinghelpline.co.uk/cyberbullying.html _ being shared as part of the
if th haven't dealt ! ‘ bullying - then you should gather
y With the situation in exactly = The NSPCC: the children’s charity has a guide to the signs of bullying at M any relevant screenshots as !

www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and-

=% th Id h
- - way you wou =y cyberbullying/ and can be reached on 0808 800 5000

hope

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and

evidence and report the incidents
to your local police force.
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papers and carried out research for the Australian government S af et
comparing internet use and sexting behaviour of young people in y
the UK, USA and Australia.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

SUPPORTING CHILDREN'S

MENTALHEALTH

10 Conversation Sfarters for [arents

Talking about mental health to children is sometimes hard. To the point that we can put off
raising the subject, not wanting to unearth problems or raise overwhelming subjects that
we perceive our child is too young or not ready for. But rather than keeping children in the

dark, this guide is designed to help you confidently talk about mental health, so they feel

comfortable talking about their own worries and end any stigma before it begins.

National L

Online 1 ¥

Safety’ ,_ » -
HWakeUpWednesday L 1

This sounds obvious, but it is not something we are always great at. Active listening is
where we listen without interrupting or making judgements and shows interest in
what is being said. If your child feels listened to in the ‘smallest of problems’ they will
become confident that you will listen when the ‘biggest of problems’ arise.

1

ASKTWICE

The campaign from time to changeis great.
https://www.time-to-change.org.uk/support-ask-twice-campaign.
Be tenacious about your child’s wellbeing. Children instinctively
know when your questions and support come from a place of
wanting to help and care.

Areyou sure?

7

THERE IS NO SUCH THING AS A STUPID QUESTION

This advice also relates to the first point. If your child can
ask you any questions about the smallest of things and you
listen and answer without shaming or belittling, then they
will have more confidence to ask the biggest of questions.

BE OPEN AND HONEST

Children appreciate honesty, particularly if you are having to share information
or talk about a difficult subject. For example, you may be talking about death or
loss; ‘It's very sad that Nana has died’ or ‘Il feel sad that Nana has died’. How you
talk about a subject will differ depending on their age and developmental
maturity. Talking about death to a younger child for example will be different to
that of an older teen, as their experience and understanding of death is different.

KNOW WHEN TO SEEKHELP

Assess the severity of the mental health difficulty you are noticing. Is the difficulty
making it hard for your child to function regularly throughout everyday life? How
frequently is your child affected, how long does it last and how persistent is it? Are
they having problems controlling the difficulty? Talk to your child about your
concerns and that itis likely they will need further support beyond family and friends.

Meel our experf,

This guide has been written by Anna Bateman. Anna is

passionate about placing prevention at the heart of every !
school, integrating mental wellbeing within the curricu- A
lum, school culture and systems. She is also a member of

the advisory group for the Department of Education,

www.nationalonlinesafety.com

TALKABOUT MENTAL HEALTH NATURALLY

Speak about mental health as part of everyday life, so that talking about our feelings and
those of others is normalised. If the usual ‘are you ok?’ is not creating an opportunity for
dialogue then say something like ‘l know when something like that has happened to mel
feltlike this... is that how you are feeling or are you feeling something else?’

EMPATHISE O

‘It makes sense that you would feel this way, itis understandable’.
Children often worry about things that we, as adults, might see as
trivial or silly. However, for them at their age and stage it is a big
concern and they need our kindness and care when they show
their vulnerability and share their worries.

HELP YOUR CHILD FEEL SAFE #

Teens particularly feel that by talking about their worries or concerns that this
will make things worse. Reassure your child that you will discuss a plan of action
together and what may or may not need to happen next. If they are a younger
child, itis likely you will need to lead the conversation and explain next steps.

MIND YOUR LANGUAGE

Be mindful of the language you use at home to describe
and talk about mental health. Stigma often arises from
misconceptions and a choice of language which is
harmful. Using the word ‘mental’, ‘man-up’ or other such
words in a derogatory way won’t encourage your child to
talk about their mental health for fear of being belittled.

_h
-
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Gources of [nformation and Support

Your GP

ITIS OKTO SAY ‘I DON'T KNOW WHAT TO DO NEXT’

Adults do not have all the answers but often children
think they do. Itis ok to acknowledge that what your
child is experiencing is not something you have come
across before or know anything about, but that you
will work it out together and seek help together.

Young Minds https://youngminds.org.uk/v
https://www.nhs.uk/conditions/stress-anxiety-depression/

https://www.actionforchildren.org.uk/news-and-blogs/parenting-tips/2016/november/
a-simple-guide-to-active-listening-for-parents/

https://www.themix.org.uk/mental-health

advising them on their mental health green paper. \ - 4
‘0 _ -

Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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— BUILDING CYBER
~ RESILIENCE AT HOME

As a society, we're increasingly using technology and tech services in the home. Digital assistants which can adjust the
heating or turn lights on and off; streaming services for shows and movies on demand; games consoles; smart £
speakers; phones; laptops ... the list goes on. As we introduce each new gizmo to our homes, however, we increase
the level of threat from cyber criminals. It's essential, therefore, that we learn to become more cyber resilientin
relation to the devices and digital services that the people in our household use.

WHAT /S ‘CYBER RESILIENCE?’

B
I~ " 8 o o _ Cyber resilience focuses on three key areas: reducing the likelihood of a cyber
" attack gaining access to our accounts, devices or data; reducing the potential
_ impact of a cyber incident; and making the recovery from a cyber attack easier,
1

2 should we ever fall victim to one.

L -

© 1. PASSWORDS: LONGER | \ ),
/" AND LESS PREDICTABLE

The longer, less common and ®
predictable a password is, the

more difficult it becomes for cyber %
criminals to crack. The National Cyber
Security Centre’s ‘three random
words’ guidelines are ideal for
creating a long password which is
easy to remember but hard to guess.

2. AVOID RE-USING
DASSWORDS

12. STAV ScePTICAL (|

Cyber criminals commonly use
various methods, including emails,
text messages and social media
posts. Be cautious of <:|n1/1 messages
or posts that are out of the ordinary,
offer something too good to be true
or emphasise ur?ency - even if they
Eppeqr to come from someone you
now.

11. KEEP HOME =
DEVICES UPDATED —

Download official software updates

B

When you use the same password
across different logins, your cyber
resilience is only as strong as the
security of the weakest site or service
you've signed up for. If cyber
criminals gain access your username
and password for one site or service,
= they'll definitely try them on others.

3. USE A PASSWORD
MANAGER L

A good way to juggle different
passwords for every site or service
you use is to have a password
manager. This software stores all
your Fqsswords for you, so you
simply need to remember the master
assword. LastPass, Dashlane,
Password and Keeper are all
excellent password managers.

4. BACK UP YOUR DATA

Keep a copy of your data using
OneDrive, Google Drive or another
reputable cloud-based storage

. solution. If it's extremely important or
sensitive information, you could even
decide to keep more than one
back-up version — by saving it to a
removable USB drive or similar device,
for example.

b X
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" Devices from the ‘Internet of Things’

for your household’s mobile phones,
laptops, consoles and other
internet-enabled devices regularly.
Security improvements and fixes are
a key feature of these updates — so
by ensuring each device is running
the latest version, you're making
them more secure.

10. CHANGE DEFAULT
IOT PASSWORDS

(1oT), such as ‘smart’ home
appliances, are often supplied with
default passwords. This makes them
quicker to set up, but also less secure
— criminals can identify these
standard passwords more easily, so
change them on your IoT devices as

soon as possible.
A
»

9.CHECKFOR 4 .2
BREACHES ¢ ¥

You can check if your personal
information has been involved in any
known data breaches by entering
your email address at
www.haveibeenpwned.com (?les, that
spelling is correct!). It's useful if you're
worried about a possible attack — or
simply as motivation to review your
account security.

7. SET UP SECONDARY
ACCOUNTS

Some services provide the
l facility to add secondary
accounts, phone numbers and

S. ENABLE MULTI-FACTOR
AUTHENTICATION (MFA)

l Multi-factor authentication is Q

6. CHOOSE RECOVERY
QUESTIONS WISELY

Some services let you set ‘recovery
questions’ — such as your birthplace
or a pet's name - in case you forget
your password. Take care not to use so on to help with potentially recovering
information you might have mentioned your account. Make sure you set these up:
(or are likely to in future) on social media. # they will be vital if you're aving trouble
More unpredictable answers make cyber logging in or if you're trying to take back
criminals’ task far harder. contrﬁ of your account after a cyber
attack.

8. KEEP HAVING FUN
WITH TECH

Consider our tips in relation to
the gadgets and online services your
household uses. Protect yourself and
your family, and don't let the bad

uys win: devices are not only
integral to modern life but also a lot
of fun — so as long as you keep safety s,
and security in mind, don’'t stop
enjoying your tech.

where you need access to your
phone (to receive a code, for
example) or another source to
confirm your identity. This makes it
far more difficult for cyber criminals
2% togain entry to your accounts and
your data, even if they do manage to
get your username and password.

- |
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Meet OQur Expert

Gary Henderson is the Director of IT at a large boarding school in the UK,
having previously taughtin schools and colleges in Britain and the Middle
East. With a particular interestin digital citizenship and cyber security, he
believesitis essential that adults and children alike become more aware of
the risks associated with technology, as well as the many benefits.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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Emotional literacy refers to the ability to recognise, understand and express our feelings effectively. It plays
a crucial role in strengthening a child's wellbeing by enhancing their relationships and resilience. However,
emotional literacy is not necessarily an innate talent, and its development may present challenges. This
guide gives parents and educators practical tips on supporting children to cultivate this essential skill.

&
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1 NAME THE EMoTioN Y ¢ ENCOURAGE
i JOURNALING

Encourage children to identify and name their 5 s
emotions. This helps them understand what B
they're feeling and why. Use simple language FiNg
and relatable examples to make it easier for
them to share their emotions. This builds a
foundation for emotional understanding and
open communication.

N

> MODEL EMOTIONAL
EXPRESSION

Demonstrate healthy emotional expression by
sharing your feelings visibly. When children see
adults properly displaying how they’re doing
and what they’re thinking, they learn to do the
same. Discuss how you handle emotions in
different circumstances, providing a real-life .
framework for young ones to follow. {-

pEERE N T T

| 5 MINDFULNESS G )

pl

Suggest keeping a journal to make note of
thoughts and emotions, as writing can provide
an outlet for self-reflection and emotional
processing. Encourage children to write about
their daily experiences and feelings, helping
them gain insight into their emotional world. Do
this alongside them, so they can see and
experience how to do it effectively.

TEACH A
PROBLEM-SOLVING

Do what you can to help children develop
problem-solving skills to assist in managing
emotional challenges. Discuss potential
solutions to emotional conflicts and encourage
them to think critically about what they (and
others) can do to process their feelings in a
healthy way. This empowers children to handle |
emotions positively and build resilience.

8 CREATE A SAFE SPACE

7

Establish an environment where children W
feel safe to display their emotions without
judgement. Encourage open exchanges and
reassure them that all feelings are valid. This
supportive atmosphere promotes trust and
encourages children to express themselves with
confidence.

9 USE VISUAL AIDS Q

Take advantage of visual aids like emotion
charts or mood meters to help children identify
and express their feelings. Use these tools
regularly in your interactions. They provide a
visual representation of emotions, making it
easier for children to communicate their
emotional state.

Teach children mindfulness practices to help
them stay present and manage their emotions
during more challenging moments. Activities
like deep breathing, meditation or yoga can
reduce stress and enhance emotional
regulation. Regular practice can improve focus
and emotional stability, which can significantly
help children both as they’re growing up and
throughout their adult life.

4 USE STORYTELLING

Incorporate storytelling to help children
understand emotions. Stories can offer
relevant scenarios illustrating how the
characters experience and manage their
feelings. Discuss the emotions depicted in
stories and ask children how they might feel in

similar situations. CELEBRATE
= = 10" EMOTIONAL GROWTH
\

5 pRACT,SE EM pAT\'W S . Acknowledge and celebrate progress in

emotional literacy, and praise children for
Teach children to consider others’ views and expressing their emotions and handling
emotions — and to explore why they might think them effectively. Positive reinforcement is a
or feel this way. Role-playing and discussing useful tool that will encourage continued
various scendrios can enhance their ability to growth and reinforces the importance of
empathise. Understanding others’ emotions emotional literacy — encouraging young people
helps children to develop compassion and to maintain the good habits and healthy
improves their social interactions. behaviours that you've taught them.

Meet Our Expert

Adam Gillett is Associate Vice-Principal for Personal Development at . : p _ .
Penistone Grammar School and works on secondment one day a week _ Il I,'-' " e - | R) by NGtIOhCﬂ
for Minds Ahead, an organisation that supports schools in improving i gy | A M 5| Co"e e@
their mental health provision. = ' 3
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

‘ Tlps for Encouraging Open Discussions about

\ DIGITAL LIVES

a4 BE l =
d e The online world is an entirely familiar and commonplace part of life for today’s children and young
" mE people, far more so than for previous generations. There are many positivesto children beingiable to
accessjonlineimaterials, so it's important not to demonise the internet, games and apps, and limit;the
beneflt of, thelr positive aspects. At the same tlme, we do have a respon5|b|I|ty to'educate. chlldren

bd

&s#% -

essenthl that we don’t shy away from talking to, them about the complex —.and/often'sensitive!
ﬂ N ‘j L " subject of what'they/do and what they seelwhen'they’'re onllne " um mEmf

mw
| e
8

Here are some suggestions for
kicking off conversations with your
child about their digital life ...

MAKE YOUR INTEREST
CLEAR

Showing enthusiasm when you broach
' the subject signals to your child that

you're keen to learn about the positives

of their online world. Most children enjoy

educating adults and will happily chat 000®
about what they use the internet for, or L
-

what games and aﬁps they're into and
how these work. Asking to see their
favourite games and apps in action could =
help you spot any aspects that may need
your attention - such as chat functions !
which might require a settings adjustment -
to limit contact with strangers. Kee
listening even if your child pauses for a

Ion%\ ime: they could be considering how

to phrase something specific, or they may

be gauging your reaction.

1
L 1

BE OPEN AND HONEST,
APPROPRIATE TO THEIR AGE

At various stages, children and young
people become curious about puberty
and how their body changes; about
relationships; about how babies are
made; an about sexual health. If your
child knows that they can discuss these
sensitive subjects with you, they tend to
be less likely to go looking online for
answers — which can often provide them
with misleading information and, in some
cases, lead to them consumlng harmful
content. Don't worry if you don't
immediately know the answers to their
questions — A ust find out for yourself and
go back to them once you have the facts.

REMIND YOUR C\-\ILD THEV
CAN ALWAYS TALK TO YOU

i In my role | work with many children
and youn? people who admit being
reluctant to tell a trusted adult about
harmful content they ve viewed online, in
case it leads to having their devices
confiscated. Emphasise to your child that
you're always there to listen and help

reassure them that if they do view hurmful '

content, then they are not to blame — but \ KEEP TALK’ NG'

talkin quUt it °Pe“|g ‘will help. Children The most valuable advice we can give is to keep
shouldn’t be expected to be resilient talking with your child about their digital lives.

against abuse or feel that it’s their job to You could try using everyday situations to ask
prevent it. questions about their online experiences.

Meet Our Expert

Rebecca Jennings of RAISE (Raising Awareness in Sex Education) has
almost 20 years’ experience delivering relationships and sex education
and training to schools, colleges and other education providers. A
published author on the subject, she also advises the Department of
Education on the staff-training element of the RSHE curriculum.

A

)

' talk to each other about things we‘ve

DISCUSS THAT NOT
EVERYTHING WE SEE
ONLINE IS REAL

Here, you could qlve examples from
your own digital life of the online world
versus reality — for example, those
Instagram posts which show the

perfect house: spotlessly clean, never
messy and immaculately decorated.
Explain to your child that there are many
other aspects of the online world which
are also deliberately presented in an
unrealistic way for effect — such as
someone’s relationship, their body,
having perfect skin and so on.

TRY TO REMAIN
CALM @

As much as possible, try to stay calm
even if your child tells you about an
online experience that makes you feel
angry or fearful. Our immediate
emotions frequently influence the way
we talk, so it's possible that your initial
reaction as a parent or carer could
deter a child from speaking openly
about what they’'ve seen. Give yourself
time to consider the right approach,
and perhaps speak with other family
members or school staff while you are

. considering your next steps.

0
AGREEMENT >y

Involving your whole household in \
coming up with a family agreement
about device use can be immensely |
beneficial. You could discuss when

(and for how long) it’s OK to use phones,
tablets, consoles and so on at home;
what parental controls are for and why
they're important; and why it's good to

" CREATEAFAMILY

seen or experienced online (both good
and qu) Explaining your reasoning will
help children to understand that, as
trusted adults, we want to make sure
they are well informed and kept safe.
Allowing children to have their say when
coming up with your family agreement
also makes them far more likely to stick

~ toitin the long term.

National
Online
Safety
#WakeUpWednesda9

K3 /NationalonlineSafety
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@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 01.02.2023



At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

What{Parentsi&|EducatorsiNeedito]knowlabout!

o Emojis are more than playful expressions — they form a fast-evolving digital language that many
WHAT ARE = adults struggle to decode. For young people, this ‘secret code’ is central to how they communicate
T\_\E R,SKS? el identity, humour and emotions. With over 5 billion emojis sent daily on Facebook Messenger alone,

understanding these symbols is key to engaging meaningfully with digital youth.

MASKING DISTRESS
OR HARM

Some emojis are used to discreetly signal troubling
behaviours. For instance, « (falling leaves emoji) or »
(pill emoji) might suggest drug use, while ' (wilted
flower emoiji) could hint at emotional struggles. Such
usage can obscure serious issues, making them
harder for trusted adults to detect.

GENERATIONAL
MISCOMMUNICATION

An emoji like # (thumbs up emoji) might seem friendly
to adults, but teens often interpret it as sarcastic or
passive-aggressive. These differing interpretations
can create confusion or unintended tension in
cross-generational conversations.

TTEE RN e T

' SHIELDING BULLVING
OR PEER PRESSURE

When embedded in emojis, mean-spirited jokes or
exclusionary language can fly under the radar. Terms
like ‘mid’ or ‘delulu’ may seem harmless, but they can
be used to undermine peers in subtle ways.

7 B a—— L]

RAPIDLV SHIFTING MEANINGS

Emoji meanlngs cqn change overnight. A person
standing emoji ( # ) once signified awkwardness
but might now be repurposed for something entirely
different. This ever-changing lexicon can leave adults
in the dark and young people vulnerable to
misunderstanding or misuse.

L  — -

_

NORMALISING RISKY ¥
BEHAVIOURS I

Emojis can make harmful actions seem light-hearted
or fashionable. Strings like & @ ™ (fire + ‘woozy’ face +
pill emojis) may appear humorous but can reference

partying, intoxication or dangerous challenges, which
might otherwise raise red flags.

P

IS ¥ TR, o=

LEARN T\-\E LINGO CREATE SAFE SPACES FOR DISCUSSION

Stay updated with emoji trends and definitions using resources like Encourage casual chats about emojis, online slang, memes, or social media
emojipedia.org or Urban Dictionary. Knowing current meanings builds confidence trends. Showing interest without judgement reassures young people that they
when engaging with young people and helps spot potential concerns early. can talk about their digital world openly and safely.

.. ASK, DON'T ASSUME PRIORITISE .TRUST OVER SURVEILLANCE

&

’E Approach unfamiliar emojis with curiosity rather than suspicion. While parental controls and monitoring tools can be useful, emotional safety

. Alight-hearted “What does ¢ (juice box emoji) mean these days?” ] matters most. Be someone children and young people feel they can come to
' can open conversation and show that you respect their knowledge. — not just someone who's watching them.

MON EMOJIS: POTENTIALLY CONCERNING EMOJIS

(Pleading face)

(Ear of corn) Slang for pornography (wilted flower) Often used to convey
@ Over-affectionate or ‘simping’

(avoids censorship algorithms) emotional struggle or sadness

(Eyes) Watching drama & (snowflake, snowman, snow cloud) (snake) Can represent betrayal

unfold <+ + Can symbolise cocaine or being ‘two-faced’
(Goat) Greatest of all time ; (Key, lying face) Related to (water pistol) Sometimes used to
(G.0.AT.) cocaine use reference violence or self-harm

or indifference Can symbolise cannabis drama, threats or emotional turmoil

/' (Nails) Confidence, sassiness, - @ % (Falling leaves, herb, maple leaf) A (warning) Used to emphasise

. (Triangular flag) Red flag; a . (Pill) May reference drug use or (steaming bowl) Refers to nudes
warning sign about : prescription misuse (‘noods’ is an abbreviation of noodles)
~ ' someone’s behaviour ‘

Meet Our Expert

Keith Broni is a globally renowned emoji expert and the Editor in Chief of
emojipedia.org, the world’s number one emoji resource. He has an MSc in
Business Psychology from University College London and an MBA from
Quantic School of Business and Technology.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.

TO CHOOSE RESPECTﬁ_

Sometimes, differences between children can escalate into bullying, potentially impacting their mental health in a way
that can persist into adulthood. While it’s natural to disagree sometimes, teaching children the importance of respect is
essential — especially in difficult situations. This guide provides strategies for encouraging considerate behaviour, even

during a dispute, to foster a kinder, more inclusive environment for everyone.

1 LEAD BY EXAMPLE 1\
N

As adults, we play a crucial role in modelling x
respectful behaviour for children: they observe and
learn from our actions every day. Be mindful of the

way you interact with others in front of children. Keep
in mind that you should always approach others with
an attitude of mutual respect, even if you disagree
with them. Demonstrating this behaviour can
influence young people and help them to handle their
own conflicts in a healthy way.

Make sure children know that it's fine to have differing
opinions — and that disagreeing with someone
doesn’t mean you can’t get along or respect each
other’s point of view. Help them understand that
sometimes we can ‘agree to disagree’. Using active
listening skills when doing this can also help to build
empathy and understanding of others.

PROMOTE ACTIVE
LISTENING

Teach children about the importance of active
listening: that is, making a genuine effort to listen to
the other person’s perspective without interrupting,
before responding in a way that shows you
understand their viewpoint, even (or perhaps
especially) if you disagree with it. This makes people
feel respected and allows for a better comprehension
of their point of view, which in turn can make it easier
for you to communicate your own opinions to them.

n
y ENCOURAGE THE USE
OF “I” STATEMENTS

3

i %g If a child finds themselves in a disagreement with

* ¥ someone, it can be useful to encourage them to use
“1” statements during the discussion. Framing their
thoughts and feelings using statements like “I feel ...”
or “I think ...” can help them avoid an accusatory tone
and encourages them to take responsibility for their
own emotions.

< FOCUS ON BEHAVIOUR,
NOT CHARACTER

When disagreements happen, encourage children e

to focus on critiquing and addressing the specific
actions or behaviours that caused this upset, rather
than attacking the person’s character. For example, “I
didn’t like how you interrupted me” is better than
“You're so rude”. This can help children avoid hurting
someone’s feelings, which is likely to inflame the
situation.

Meet Our Expert

For further guides, hints and tips, please visit nationalcollege.com.

2 AGREE TO DISAGREE ",

¢ STAY CALM AND
TAKE BREAKS

It’s perfectly normal to feel upset during a
disagreement - especially if it's getting heated.
Remind children that if they feel overwhelmed, they
should try to take deep breaths or even go for a short
break to help them stay composed. If a conversation
becomes too intense, remind them it’s OK to suggest
continuing it later or in a different setting. This can
prevent things getting out of hand, allowing cooler
heads to prevail.

2 START CONVERSATIONS
ABOUT RESPECT

Talk openly to children about what respect means -
to you and to them. Discuss how they might show
respect to each other, to friends, to strangers and
even to people we might disagree with. You could use
examples of considerate or inconsiderate behaviour
in books, films or TV to open discussions about the
importance of giving others due regard.

|

o SEEKCOMMON <%
GROUND ;

When a disagreement has occurred between
children, they may find it hard to move past it. You
can support them in finding a more positive way
forward by helping identify areas of agreement or
common ground with the other party. This can help to
build bridges between differing opinions and foster a
more cooperative atmosphere, as well as preventing
those involved from demonising each another.

o AVOID MAKING (Q L

THINGS PERSONAL

It's important that we make it clear to children they
must avoid name-calling, swearing or derogatory
remarks in a disagreement with others. Respectful
language sets a positive tone and helps keep the e
conversation productive. Reminding children to stay ‘:“f_;ﬁ
calm and take breaks — as mentioned previously —
can help them avoid getting too emotional and
saying or doing something hurtful.

T 7 W
10 REFLECT AND LEARN

After a child has had a disagreement, encourage
them to reflect on the experience and think about
what they can learn from it. What did they handle
well? How might they improve their communication
skills to handle conflicts more effectively in the
future? You could use role play, writing and drawing
pictures, or hypothetical examples to further develop
their skills in showing respect during a disagreement.

The Anti-Bullying Alliance (ABA) co-ordinate Anti-Bullying Week each year. ABA is a

L3
N " N o . . S ANTI-BULLYING : 2=y .
unique coalition of organisations and individuals, working together to achieve their vision 7'\’ ALLIANCE y (G NGtIOhCﬂ
to stop bullying and create safer environments in which children and young people can 4 & CO"e e
live, grow, play and learn. They welcome membership from any organisation or individual oL 2. . 3

that supports this vision and support a free network of thousands of schools and colleges.

B o VT "\""ﬁt# - T Y ———
Source: See full reference Ilst on gulde poge dt https /[nationalcollege.com/guides/choose-respect
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

N RN \What Parents & Educators Need to Know about

..~ FORTNITE

™

With over 650 million registered users, Fortnite remains one of the most played and discussed online

WH AT ARE ' games globally. Known for its vibrant graphics, fast-paced gameplay, and cultural crossovers with
‘ everything from music artists to superhero franchises, the game continues to capture the attention of

T\'\E R,SKS? ' young people. This guide outlines the risks trusted adults need to know about, including game

updates, and offers practical safety tips to help address them. \

ALWAYS ONLINE CROSSPLAY AND
™ “ss= PARTY CHAT

|
There’s no single-player, offline mode in & %
Fortnite; it can only be played online. Internet N . iP -y

Fortnite is popular with many gamers of various
ages. Crossplay allows friends to play with each
other, regardless of whether they're on an Xbox,
PlayStation, Nintendo Switch or PC, while the
Party Chat feature allows them to talk to each
other during the game. This can put youngsters
at risk of exposure to strangers, inappropriate
language, and cyberbullying.

ViR .\ A ;
FREQUENT UPDATES &\
Seasonal releases introduce new map '

changes, gameplay mechanics, and

cosmetics. Ongoing updates can increase
screen time and potential for obsession as
children try to unlock rewards before the season
ends. These regular renewals help to hold
players’ interest, but also give young gamers
plenty of reasons to keep coming back. Seasons
often change thematically.

POP CULTURE |
REFERENCES >  «

Part of Fortnite’s appeal is its ongoing
crossovers with other popular franchises,
ranging from films and TV shows like Power
Rangers and Avatar: The Last Airbender, to
comic book characters including Batman. Other
collaborations with series, artists, and
influencers may expose children to music,
language, or ideas that are more suitable for
older audiences.

access can sometimes be an issue when you're
out and about, both in terms of connectivity and
using up data. You may find that dedicated,
young Fortnite players are often less enthusiastic
about family time or trips away - such as days
out and holidays — than you might expect.

IN-GAME COSTS N

Fortnite is free to download and play, but

it does offer various additional purchases —
limited-time cosmetic ‘skins’, music tracks,
LEGO items, and battle passes. Children can
feel pressured to spend money on V-Bucks - the
in-game currency - to avoid missing out,
particularly as exclusive items rotate frequently.
Some items may not return to the store for
years, while Battle Pass rewards are often “gone
when they’re gone”.

= N - ¢ -‘ 4§

% VIRTUAL VIOLENCE p’@‘\'N'
q There’s no avoiding that Fortnite is WF

about shooting other players to eliminate

' them from the contest. That said, there’s no
| blood or gore. The violence is rendered in a
“° cartoonish style, and there are frequent comical
touches to lighten the mood, such as
mini-games and emotes. Guns and other
weapons often look and behave realistically, so
discretion is advised. Past seasons have
—= introduced characters and references from

mature franchises like The Witcher and Halo.

DISCUSS SAFE SOCIAL INTERACTION

Talk with children about who they're playing with online. Coordinate play Fortnite also offers split-screen gameplay, meaning that two people can play \
A time with the child’s friends for socialisation and safety in numbers. Encourage e simultaneously on the same console or computer. This can be a good option for ‘
them to avoid private voice chats with strangers and remind them not to share [ siblings or for when a child’s friends visit, but it also offers an opportunity for
personal information. Use real-life examples to explain potential risks, and remind >~ parents to do something fun with their child, while making sure they’re playing
them that if they see something concerning, they should tell a trusted adult. ¥  the game safely. Who knows? You might even teach them a thing or two!

N Y S, A ’ b 4 ~ |V _&
SET SPENDING LIMITS Q, BE WARY OF SCAMS ol

Fortnite's rotating store is a not-so-subtle mechanism for coaxing players W The immense popularity of Fortnite with younger audiences - that are generally

~ into buying sought-after items before they disappear for weeks or months. more trusting — means there’s no shortage of scammers looking to fraudulently
This could lead to surprise transactions on bank cards if children are tempted into obtain passwords and other personal data through techniques like phishing. As

an impulse purchase. Parents could consider getting a prepaid card for the child or the developers point out on many of Fortnite’s loading screens, they never ask for a
ensuring that purchases require adult authorisation. This can be done through player’s account password outside of the game. Make sure any young player

parental settings on a console or account settings in the Epic Games app on PC. knows this.
“. Fa 1 0

Meet OQur Expert

Lloyd Coombes is an experienced freelance writer and has been working in
the gaming and tech industry for seven years. A regular visitor to the App
Store to try out new tools, he's also a parent and therefore understands the
importance of online safety. He's also a tech and fitness writer and has been
published at sites including IGN, TechRadar, and plenty more.
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ENJOY FORTNITE TOGETHER
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Top|Tips for Adopting

SAFE & HEALTHY
_*NLINE HABITS

Everyone has so much going onlin their lives, and that includes children: from exams and deadlines to anxiety, and mental health
struggles. It's quite easy,to send memes, makejokes and,vent online about the things that irritate us, but when was the last
time you - or.your,child — took.a moment;to/share something/kind or;positive instead?. In fact, when did you last stop
and think:aboutyour.family;s onllne activities?;To help keep,them[safe and teachithem healthy online habits, we
P e f
need to develop.our, chlldren ;s digital resilience. 2. There] arg_!’g_ts of\ways that children can become more
digitally, resilient and,we,ve pulled together some popular strategles here;...

WHAT /S DIGITAL
RESILIENCE?

REACH OUT FOR SUPPORT

& If you have a problem online,
don't be afraid reach out to
specialist people or organisations
that could help.

Resilience doesn’t mean being so
tough that nothing gets to you, and it's
not about “putting up with things”
either. Instead, it's the ability to
recover from setbacks. Everyone feels
sad, worried, scared or upset at times:
it's how we respond and adapt to
those situations which is important.
Digital resilience is about making
choices that keep us safe and happy
online, even when we’re exposed to
something negative or upsetting.
Building your child’s digital resilience
will help reduce the impact of
potential risks as they engage with
and navigate around the online world.

@& Follow people on socials who have
the same values and morals as you.

@& You could always talk to a friend,
or a trusted adult like a teacher or
family member for some advice.

@ If you see something online that
upsets or worries you, tell a trusted
adult about it as soon as possible.

MAKE POSITIVE
LIFESTYLE CHOICES

Make time for the people and things
that make you happy.

@& You could also report the content
that’s making you feel
uncomfortable to the site or app
that you saw it on, so they can
look into it.

Another option is to block the
person or the account that’s
causing you a problem - or you
could go one step further by totally
deleting the app you were using.

@& Monitor your screen time and stick
to your limits.

@& On social media, follow people that
make you feel good about yourself
- and unfollow the ones who don’t.

@ Spread some positivity: post good
reviews, leave encouraging
comments and share good news.

GET THINGS CLEAR
IN YOUR HEAD

@& Ask yourself what kindness online
actually looks like. Can you

remember the last time someone
was kind or supportive towards you
online? What did they do?

KEEP YOUR HEALTH IN MIND

@ Try to factor in regular breaks
offline and away from your
screen — ideally, outdoors for
some revitalising fresh air.

@ Think about how it makes you feel
when someone sends you a positive
or funny message online.

@ Exercise is a brilliant stress-buster:
even a walk around the block, a
bike ride or a stroll to your local
shop can really work wonders.

& What about the opposite: has

someone ever been deliberately
unkind to you online? What did they
do and how did it make you feel?

@ Be strict with yourself about putting
devices away in plenty of time
before bed: they can interfere with
a good nl?ht s sleep, which is
essential for staying healthy.

@ If someone’s behaviour online is
causing you stress, try to remind

ourself of all the steps you can take
if a person’s being unkind online.

Meet Our Expert

Cayley Jorgensenis a registered counsellor with the Health Professions
Council of South Africa, working in private practice to offer counselling to
children, teenagers and young adults. She is the founder of Ingage Support,
a mobile app focusing on mental health awareness with the goal of
providing resources and solutions to schools worldwide.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

10 Top Tips for Parents and Educators

DEVELOPING HEALTHY
SLEEP PATTERNS

Quality sleep is paramount for wellbeing as it impacts our cognitive function, emotional balance
and overall health. A World Health Organisation study highlighted that 44% of young people
reported difficulty sleeping — potentially affecting their mood, concentration and immune system.

F Our guide offers expert tips for helping children to sleep more healthily.

e

MINDFUL TECH
USE

Encourage a balanced approach to screen time.
While phones, laptops, tablets and so on can
serve as a helpful means of stress relief, it's
advisable to minimise their use right before bed.
These devices can keep the mind racing long
after they're switched off, impacting how easily
and how well a person can sleep.

-

EFFECTIVE SLEEP
PRACTICES

Offer practical advice on reinforcing certain
habits that have a positive influence on sleeping
patterns. Children could start keeping a diary
which they add to each evening, for example -
or they could use up excess energy by exercising

during the day.
=

5 HYDRATION
HABITS

Underline the importance of drinking plenty of
water throughout the day, while limiting drinks
close to bedtime to prevent disruptions during
the night: it’s a lot harder to switch off if you
keep needing to get out of bed for the toilet.
Avoiding caffeinated drinks later in the day also
allows the body and brain to slow down
naturally, without any chemicals firing them
back up.

1

2

y CONSISTENT BEDTIME
SCHEDULE

Assist children in developing consistent
bedtime routines that tell the body it's time
to wind down, promoting a more relaxed state.
Establish specific activities for young ones right
before going to bed - such as brushing their
teeth - to set up an association between that
action and falling asleep.

¢ OPTIMAL SLEEP
ENVIRONMENT =~ =

Ensure that the bedroom is comfortable, dark
and free from distractions, fostering an ideal
space for quality rest. The room’s temperature
should also be suitable for sleeping — that is, not
too hot and not too cold — while rooms should be

¢ RELAXING EVENING \
ACTINITIES

Recommend activities that have a calming
effect on the mind - such as reading or gentle
stretching - in the lead up to bedtime, to
prepare the mind for a peaceful night's sleep.
Doing something quiet, relaxing and low
intensity signals to the brain that it’s time to rest
and makes falling asleep much easier.

!.‘-T AT L5
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PRIORITISING
T ADEQUATE SLEEP

Emphasise the crucial role of sleep in
maintaining physical and emotional wellbeing.
It’s especially important to sustain a healthy
sleep pattern during challenging and intensive
periods in our lives: during the exam season for
children and young people, for instance.

g NUTRITIONAL
BALANCE

Highlight the significance of a healthy,
balanced diet — and its role in establishing

a more consistent sleep pattern. Try to lean
towards preparing meals with plenty of fruit and
vegetables, served in reasonable portion sizes:
not only is this a lot healthier, but it also reduces
the chances of feeling too full to be comfortable
in bed.

H YW
o PARENTAL >
SUPPORT ST

Parents and carers, of course, are uniquely
situated to support their children in establishing
and maintaining healthy sleeping habits.
Parents can review their own sleep habits
(incorporating anything from this list that they
don’t do already) to model a balanced bedtime
routine and reinforce the importance of
self-care.

I

MILITARY SLEEP ug?
METHOD

Look up ‘the military sleep method’: it's a
technique for falling asleep quickly, which
incorporates deep breathing exercises. You
could encourage children to try it or even use it
yourself. While it can take a good deal of
practice to perfect, eventually it will start to feel
natural — and the results are often extremely

10

kept as tidy and free of clutter as possible. impressive!

Meet Our Expert w The

Minds Ahead design and deliver the UK’s only specialist postgraduate mental health o
qualifications. Winner of the Social Enterprise UK: ‘One to Watch’ award, the charity thlonQI

provides training and support to education organisations and local authorities. This da C “ ®
guide has been written by Adam Gillett — a learning and development specialist who is y o ege

also Associate Vice-Principal for Personal Development at a large secondary school.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adults.
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family involved in turning over a new leaf this year!

GET OUT AND ABOUT

If the weather’s decent,
spend some time in the
garden or go for a walk.
Even a stroll to the local shop
would do: the main thing is getting
some fresh air and a break from
your screen.

TRY A TIMED TRIAL

When you're taking a screen
break to do a different activity
or a chore, turn it into a game
by setting yourself a timer. Can you
complete your task before the alarm
goes off?

GO DIGITAL DETOX

Challenge yourself and your
family to take time off from
screens, finding other things
to do. You could start off with half a
day, then build up to a full day or
even an entire weekend.

LEAD BY EXAMPLE

Let your family see you
successfully managing your own
screen time. You'll be showing them
the way, and it might stop some of

those grumbles when you do want
to go online.

" AGREE TECH-FREE
' ZONES

Nominate some spots at home
where devices aren't allowed.
Anywhere your family gathers
together, like at the table or in the
living room, could become a ‘no
phone zone'.

HOLD A SCREEN
TIME AMNESTY

-

o R £

b Pl <y,
As a family, agree specific E T o
windows when it's OK to use B Wk )
devices. This should help i ) [

everyone to balance time on
phones or gaming with enjoying
quality moments together.

RUTTT L T
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Meet Our Expert

Minds Ahead design and deliver the UK’s only specialist postgraduate
mental health qualifications. They also provide training and support to
education organisations and local authorities — empowering school leaders
and staff with the knowledge and tools to shape their settings into inclusive
communities where the mental health of pupils and personnel is prioritised.
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According to the latest stats, people aged between 8 and 17 spend four hours on digital
devices during an average day. Obviously, a new year is ideal for fresh starts and renewed
efforts — so lots of families are trying to cut down their combined screen time right now,
creating more moments to connect with each other and relying less on gadgets to have
fun. Our top tips on reducing screen time are for everyone, so you can get your whole

| ,f' LS

BE MINDFUL OF TIME o

Stay aware of how long you've (
been on your device for. \

Controlling how much time you
spend in potentially stressful areas
of the internet - like social media
platforms — can also boost your
wellbeing.

K} A=

‘PARK PHONES ——
OVERNIGHT = &

Set up an overnight charging
station for everyone’s devices

- preferably away from bedrooms.
That means less temptation for
late-night scrolling.

SWITCH ON DND Q

Research shows that
micro-distractions like message
alerts and push notifications can
chip away at our concentration
levels. Put devices on ‘do not
disturb’ until you’re less busy.

-
L :

TAKE A FAMILY
TECH BREAK

Set aside certain times when
the whole family puts their
gadgets away and enjoys an
activity together: playing a
board game, going for a walk
.. orjust having a chat.

SOCIALISE WITHOUT
SCREENS

When you're with friends, try not to
automatically involve phones, TVs
or other tech. Having company can
be loads more fun if your attention

isn’t being split.

WIND DOWN

PROPERlY K\

Try staying off phones, consoles,
tablets and so on just before you go
to sleep. Reading or just getting

. comfy in bed for a while can give

© you a much more restful night.
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Looking Atter Your

WELLBEING ONLINE

We all know that taking care of our minds and bodies is essential to keep us feeling happy and healthy. The
thing is, we spend so much of our time online these days that it’s also important that we remember to
look after ourselves in the digital world, too. Our poster has got some simple but useful tips for
supporting your wellbeing while you're gaming, on social media or just using the internet.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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What Parents & Educators Need to Know about

ROQBLOX

Roblox is one of the most popular video games among children. In 2020, the game’s developers claimed that
more than half of the USA’s children had played it. As a ‘sandbox’ title, the game lets players create their own
gaming experiences with Roblox Studio to build custom levels, which can then be shared online.

WHAT ARE

THE RISKS?

|
ONLINE PLAY RISK

Because Roblox connects random players
across the world, it can put younger players into
an environment with anonymous users who
could use the platform for nefarious reasons. For
example, some role-play games are used for
online dates and mature role play, which could

. expose youngsters to inappropriate messages

ﬁ in the public chat box.

MATURE CONTENT %

Content is difficult to moderate throughout
Roblox, due to the number of games available.
This is particularly notable on smaller games
and experiences, but in summary, some of the
games and experiences offered on the platform
contain age-inappropriate content that could
easily be seen by young players.

 IN-GAME SPENDING & =

The maijority of games within Roblox have
extensive monetisation options, usually through
season passes or microtransactions. Purchases
can range in value from a few pennies up to =

much larger sums of money. While some games .
offer a lot of content via purchases, otherscan & ™
offer very little for real world money, causing =
younger players to end up out of pocket.

w : L.

' MONITOR THE CONTENT

While Roblox does implement plenty of moderation tools and parental controls, it’s
up to parents and guardians to monitor the types of games a child or impressionable
player is experiencing. If a youngster wants to play Roblox, be sure to check out which
specific games they want to play within it, and get a good idea of their content.

TAKE ADVANTAGE OF TOOLS

Use the parental controls within the game itself and teach youngsters

how to report and block other players. Knowing the powers within their

reach will make Roblox a safer, happier experience. You can set age ranges

for who's allowed to contact you, close public chat boxes, block spending, and even
make your Roblox profile completely private. All these options are helpful in cutting
off bad actors from engaging with children.

o
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Meet Our Expert
Dan Lipscombe is a videogame journalist and author of over 20 books on
gaming, including books on Minecraft, Fortnite, Roblox, and more. For 15

years he has been writing about his passion for gaming. When he's not
playing games, he's talking about them at GAMINGDbible.
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ANONYMOUS PLAYERS

The anonymity of users can leave players
vulnerable to bullying, harassment, and
predatory behaviour. Without the right parental
controls or monitoring, users can connect with
each other via personal messages or friend
requests, and it is very difficult to know who's
behind a username in this vast online world.

\ N 4 4
RISK OF ADDICTION /e

Roblox games can feature rewarding or KJJ a’aﬁﬁ‘*"

satisfying mechanics that keep players

coming back - or persuade them to stay
logged-in for much longer. Like most games,
they focus on interactivity, with constant
rewards via in-game unlocks and currencies,
which can sometimes lead to an addictive need
to remain online for long periods of time.

4 t
SCAMS I

Many of the games on Roblox feature collectible
items, pets, or characters. These objects, while
digital, are worth a lot of real money on certain
online markets. Scammers will attempt to trade
with younger users in the hopes of getting rare
items that can be sold for real money,
manipulating the child into handing them over,
usually via misleading information.

PLAY TOGETHER

Consider playing Roblox with the children in your care. There are few
more effective ways to see how monetisation works, gauge whether the
game could lead to addictive behaviours, or even witness how interaction
between players works, than sitting down and trying the game for yourself.
This should help you figure out whether it’s suitable for particular children.

! 1 7 A\ i
TEACH ONLINE BEHAVIOURS

Have an open conversation about the risks of online play and how to spend
money wisely. By being honest and giving tips on how a younger user can
protect themselves, you can empower them to not only take care of themselves,

but others too. Any user can be reported to Roblox moderators by other players for

behaving inappropriately. With this knowledge, younger players can be aware of

what to look for and help prevent it. "
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
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What/Parents & EducatorsiNeed tolknowabout

BSCHOOLVAVOIDANCE

School avoidance refers to reduced attendance or non-attendance at school by a
child or young person. In 2022-23, more than one in five children in England were
found to be absent from school over 10% of the time. This guide focuses on school

avoidance with an emotional basis, offering expert mental health advice. However, it's
important to remember that school avoidance is a hugely subjective experience
which requires a tailored, individual approach.

UNDERSTANDING
SCHOOL AVOIDANCE

REASONS FOR ABSENCE

School avoidance is sometimes underpinned
by several factors rather than one single cause.
This could include something going on for the
child or young person within the family or at
school. A child may have caring responsibilities
at home, for instance, or a change in family
dynamics; bullying and friendship difficulties at
school; pressure to achieve in schoolwork and
exams; or moving from primary school to
secondary school.

LN LR .
PATTERNS OF ABSENCE

You may notice patterns in regular absences
or children regularly expressing that they don’t
want to attend school (particularly being
reluctant to leave home on school days). If a
child or young person is neurodiverse, there is
some evidence to suggest there are more
aspects of school life which can cause distress
- such as changes in the environment, changes
of routine and sensory stimuli.

IMPACT OF
SCHOOL AVOIDANCE

LEARNING AND
DEVELOPMENT

School refusal can negatively impact a young
person’s learning and development. Attending
school on a regular basis not only supports
academic attainment but is also important for
the development of key life skills and the growth

of children and young people as citizens. =
B 1.0 F 4
LONG-TERM OUTCOMES

The difficulties associated with school
non-attendance can be far reaching and may
have a negative impact on long-term
outcomes. It may, for example, lead to reduced
future aspirations, poor emotional regulation,
mental health difficulties, limited academic
progress and restricted employment
opportunities.

=1 ————

CYCLE OF ABSENCE

Consistent absences may contribute to
sustained school avoidance over time. Further
to this, the longer a pupil is out of education, the
more likely it is that there is arise in their
ongomg need to avoid the activity making them .r‘-—-.
anxious — increasing their desire to stay at

home. | '
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COMPLAINTS ABOUT @i@“
PHYSICAL SYMPTOMS
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There may be an increase in a child or young
person’s complaints about physical symptoms,
particularly on school days or the evening
before school. These could include tummy
aches, headaches, or saying they feel ill when
there doesn’t appear to be a medical cause.
Always check with the GP first to rule out
medical causes or illness.
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WORK TOGETHER ﬁ‘\ MANAGE O\IER\N\-\ELMING FEELINGS

B If there’s a concern about a child’s absence and emotional wellbeing, it’s important

: that there is clear communication and a consistent approach between the child’s
parents and the school, so you can take a child-centred approach together towards
a plan of support or reintegration. This ensures a consistency of approach from
both home and school, creating better outcomes for the child.

FOLLOW REGULAR ROUTINES

Children can benefit from a regular and consistent routine. This could be : ‘_ﬁ
a morning routine, from waking up and having breakfast through to getting s B
dressed, packing their bag and leaving the house. A consistent evening routine
which is calm and spent away from screens can also give children much needed
predictability and familiarity. Schools can help create a timetabled routine for the
child’s school day, if required.

Meet Our Expert

With 30 years’ experience as a teacher, trainer, consultant and interim
executive board member, Anna Bateman has a superb understanding
of what works in pedagogy, school improvement and leadership. She
has also advised the Department for Education on their mental health
green paper.

Source: See full reference list on guide page at: nationalcollege.com/guides/school-avoidance
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Acknowledge the child’s worries, listen and discuss coping strategies together to
help them manage difficulties. These could include mindfulness, deep breathing
or going for a walk. This helps them understand that you are working together
towards a common goal, and that these strategies can be used when bigger

feelings arise.
RECOGNISE POSITINE STEPS e/

Drawing attention to a child's successes - be they big or small - can help to

give them some much-needed confidence and motivation. Celebrate these daily
victories - such as getting out of bed on time or completing school work - and don't
hesitate to let the child know when you're impressed or proud of them. Such an
approach can go a long way.
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It can be challenging for parents and carers to know whether
children are spending too much time on their devices. Furthermore,
it’s even more of a challenge to know whether a child is addicted to
the internet and social media. As technology is becoming more

pervasive, children and young people are experiencing tech - related
dependencies. Do we as parents and carers have the knowledge to
identify and support children and young people who may be
developing an addiction to their devices?

of parents

said they thought their
children spent too much
time in front of screens

HEALTH &
WELLBEING

Children as young as 13 are attending
‘smartphone rehab’ following growing concerns
over screen time. There are now help centers in
the UK which deal with screen addiction for
children and adults showing the seriousness of
device addiction. The World Health Organisation
(WHO) has ofﬁcialhr recognised gaming addiction
as a modern disease. The condition was
confirmed as part of their International
Classification of Diseases (ICD) which serves as an
international standard for diagnosing and
treating health conditions.

LACKOF SLEEP

7 out of 10 children said they had missed out
on sleep because of their online habits and
60% said they had neglected school work as a
result. It is important that children get the
sleep they need in order to focus the next day.

LIMIT SCREEN TIME

In today’s digital age, technology is an important part of
a child’s development so completely banning them from
their device will mean they are missing out on a lot,
including conversations and communication with their
friends. Rather than banning them from using their
devices, we suggest setting a screen time limit. Work out
what you think is a suitable and healthy amount of time
for your child to be on their device per week. Remember
that your child may need to use devices for their school
homework so only set screen limits on recreational time
on their device. Once you have established this, have the
conversation with them to discuss why you are
implementing a screen limit. There will be others in your
child’s friendship group who will not have screen limits
set and will be sending messages when they do not have

access to their phones.

ENCOURAGE ALTERNATE
ACTIVITIES

It may seem like an obvious solution, but encouraging
children to play with their friends, read a book, or playing
outdoors will help them realise they can have fun
without their device. Playing football, trampolining,
camping, going for a walk or swimming are all healthy
replacements for screen time. Try to join them in their
Outdoor activities to show your support.

SOURCES:

LOSS OF INTEREST
INOTHERTHINGS

Your child may become less interested in
anything that does not include their device. You
may notice that Kour child is missing school time

and generally being less engaged with other
activities in the home. It is important to discuss
this with your child as soon as you notice a
behaviour change.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if their
parents are constantly on their device, they will see this
as acceptable. Try limiting your own screen time and
follow the same rules you have set for them. If you have
asked your child to not use their device at the table, make
sure you don't. Try setting house rules that the whole
family abide by.

LESS TIME MEANS
LESS EXPOSURE

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a
child will be less exposed to these risks.

MOBILE-FREE MEALTIMES

Have you tried to settle your child by giving them a tablet
at the dinner table or restaurant? This may seem like a
quick fix to calm them down but in reality, it is
encouraging them to use their device as a distraction
from conversation and dealing with their emotions. We
suggest removing all technology from the dinner table
and having conversations with your family about how
their day has been.

SCREEN ADDICTION

CONFIDENCE,
SUPPORT & ADVICE

The Children’s Commissioner report‘Life in
Likes; explored how children aged 8-11 are
using social media today. It showed that
children are using their devices to speak to
their online friends about their problems and
seek acceptance and support, removing face to
face interactions.

APPS CAN BE
ADDICTIVE

Apps have been designed with ‘psychological
tricks’ to constantly keeP gra bing your
attention. One example of this is on the app
Snapchat, where you can gain ‘streaks’ when
interacting with your friends. If you don’t
respond, you lose the streak. This addictive
nature of apps aims to engage children and
keep them coming back for more.

REMOVE DEVICES FROM
THEIRBEDROOM

Setting a rule about removing devices from bedrooms
will help your child to get the sleep they need and be
more focussed the next day at school. 20% of teenagers
said that they wake up to check their social network
accounts on their devices. Even by having a device
switched off in their bedroom, they may be tempted to
check for notifications.

520/0 of children aged 3'4

go online for nearly 9h IS aweek

820/0 of children aged 5'7

go online for nearly 9.5hrs aweek

930/0 of children aged 8'1 1

go online for nearly 13.5hrs aweek

990/0 of children aged 1 2'1 5

go online for nearly 20.5hrs aweek

Children and Parents: Media Use and Attitudes Report 2018

https://www.independent.co.uk, Children and Parents: Media Use and Attitudes Report 2018: https://www.ofcom.org.uk, http://uk.businessinsider.com/how-app-developers-keep-us-addicted-to-our-smartphones, Journal of Youth Studies:
https://www.mirror.co.uk/tech/one-five-kids-losing-sleep-9653986, University of Leeds: https://medhealth.leeds.ac.uk/news/article/1296/lack_of_sleep_damaging_for_children
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conversations with their children about online safety, mental health and wellbeing, and climate change. For further guides, hints and tips please visit nationalcollege.com.
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ELF-REGULATION

1. DESIGNATE A vi
 TRUSTED ADULT “; N

It's vital that children feel safe and know
that there’s someone they can always go to
for help if they need it. Schedule consistent
times for the child to develop a relationship
with this person - ideally through play and
games — allowing trust to grow and
ensuring that the child is more likely to
come forward if anything is wrong, rather
than hiding their emotions.

| 2 MEET CHILDREN
| HALFWAY S

Unless you know where a child is
developmentally and tailor your approach
to their needs, you're less likely to have an
impact. In particular, younger ones and
children with SEND can struggle to
self-regulate and instead rely on others to
help them. We call this ‘co- regulation’.
Rather than offering strategies for
self-regulation, it could be better to start
co-regulating with a trusted adult first.

3. FACTOR IN THEIR
THEIR BASIC NEEDS

Remember that for a child to develop
emotional regulation skills, their basic
needs must be met first. Children who are
hungry, tired, cold and so on — as well as
those who have experienced adverse
childhood experiences — may struggle to
self-regulate. Before you develop strategies
with any child, make sure they feel safe,
secure and comfortable in themselves.

4. REMAIN PATIENT

If a child is struggling with their
emotions, it can often become difficult to
stay calm. Remember that dysregulation is
beyond their control, so a display of
frustration or anger could negatively impact
the situation. Instead, children need to be
met with comfort and understanding to help
them manage these problematic feelings.

S. BE ‘A DYSREGULATION
DETECTINE’

While some children can tell you why they
become dysregulated, many others can’t.
You could investigate potential triggers by
observing the child and talking to their
family. When the child becomes
dysregulated, note down details like the
time, what they’re doing and who they're
with - the trigger may be someone they sit
near, an unmet sensory need or something
else entirely. Once we identify some triggers,
we can help to avoid or overcome them.

L o - . . .‘"-__.

Meet Our Expert

Georgina Durrant is an author, former teacher, Special Educational
Needs Coordinator and the founder of the award-winning SEN

Resources Blog, where she shares activities, advice and

recommendations for parents and teachers of children with SEND.
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Children need to learn to understand and recognise their emotions, while finding healthy ways to process them.
Emotional self-regulation, however, depends heavily on age and development. While very young ones or children with
specml educational needs and disabilities (SEND) may find it particularly challenging to self-regulate, nurturing these
ant skills can be hugely beneficial. Here are ten top tips for supporting children with their self-regulation.
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6. USE SUITABLE
LITERATURE ~

There are some wonderful books that can
help you teach self-regulation to children.
Reading these with a child can be especially
powerful. Take time to discuss the content:
ask questions about what feelings the
characters had, why they felt that way and
what strategies helped them. It can also be
useful to refer back to snippets of these

books at appropriate moments.
s

7. TRY SENSORY
RESOURCES

An overlap between sensory needs

and emotional regulation is possible.
Children may struggle to self-regulate if
they're experiencing sensory overload (a
noisy classroom, for example). Positive
sensory input can help calm them down. Use
resources such as weighted blankets and
fibre-optic lights. Of course, what works for
one child might not work for another - so it's
important to offer a choice of resources to
discover which they prefer.

8. NURTURE @
INDEPENDENCE

If you feel it's appropriate, let children try out
these strategies alone. Always offer them a
choice: they could listen to music when
they're feeling stressed, for example, or they
could write down their worries or draw
something to represent how they feel. This
may take time for the child to get used to, so
be patient. Encourage them to share any
helpful strategies with a trusted adult.

9. MODEL GENUINE Q Qb
FEELINGS

Children learn a lot just from watching
grown-ups. Don't be afraid to show your
own emotions and self-regulation
strategies. While you'll obviously want to
avoid sharing anything too personal with
children, they should still see us
experiencing and handling our own feelings.
Tell them how you are feeling, then show
them how to respond in a healthy manner.

i
10. FORMULATE A
PLAN

As much as we try to prevent children from
experiencing dysregulation, it's always wise
to have an appropriate plan for when it does
happen. Discuss this strategy with the child
(if appropriate) and their family. The best
approach for an individual child is often a
bespoke one; it's hugely important to know
in advance what might help and what could
worsen the situation.

National
College’

d‘ @national_online_safety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 21.02.2024



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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AREKINDNESS ONLINE

Last year, around one in five young people aged 10-15 in England and Wales admitted experiencing online bullying: most
commonly being insulted or sworn at, or having hurtful messages sent about them. To someone who’s being bullied, the
world can seem like a bleak, negative place - but just one kind word can be a ray of hope: a turning point that brightens their
day and refreshes their perspective. That's why ‘One Kind Word’ is the theme of Anti-Bullying Week 2021. We're supporting
Q this year’s event by bringing you ten top tips for beating online bullying by replacing it with kindness.

L]

K R °- % ™
L

PRAISE WHERE IT'S DUE

Sometimes a friend or relative might post
online about something they’re proud to
have achieved: maybe an exam they’ve
passed, a new skill they’'ve learned or a
task they’ve completed. Celebrate their
hard work and determination by being
kind enough to praise them for it publicly.

It’s not always easy to tell what kind of
mood someone is in just from what they
post online. Simply dropping somebody a

message to say ‘hi’, to ask if they’re OK
or to tell them that you're thinking of °

them could totally make their day. “‘...

RECOMMEND FUNTHINGS  (©)

If there's something you enjoy doing online

- perhaps you play a particular game, or
you‘'ve found a really cool site — share it

with someone you think will enjoy it. Even
recommending a film or TV show you think
they’ll like can bring a little happiness to
someone who really needs it. * -= o%

OFFER TO HELP O

Sometimes you might see a friend or
family member posting a question
online or asking for help with
something they can’t do ‘
themselves. Don’t just ignore it - =
if you can help, get in touch.
Something that’s difficult for them
might be no trouble for you!

POST POSITIVELY

Lots of people seem to go online purely to
complain about things or be negative. Just
because you’re communicating online
(and not face to face) doesn’t mean you
can’t be positive, though! Post about
things that make you happy and that
you're thankful for. It could brighten
someone else’s day.

Meet Our Expert

Carly Page is an experienced technology journalist with more
than 10 years of experience in the industry. Previously the editor
of tech tabloid The Inquirer, Carly is now a freelance technology
journalist, editor and consultant.
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| &) sHoW YOUR APPRECIATION

If somebody that you know has done
something positive or shown kindness
themselves, go online and thank them
with a message or a post. Expressmg.
your gratitude costs nothing and
showing someone that you appreciqte
them will really make them feel good.

Showing empathy towards others is an
act of online kindness which often gets
overlooked. If you notice that someone
you know is upset, drop them a message.
Sometimes people just need someone
else to listen to them and understand

their situation. ,’

) SHARE INSPIRATIONAL POSTS

When you see something online that
inspires you or makes you feel happy,
share it with people you know. A spot-on
quotation, a beautiful photo or an uplifting
video can lift someone’s spirits and help

them to feel better about life. ‘

€)) THINK BEFORE COMMENTING

Thinking before we act can be just as
important as acting in the first place.
Taking a second to consider what you're
saying in advance could stop you from
posting something negative, hurtful or
offensive — even if you don’t mean to.
It's better to post positively or not
post at all.

~
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‘ () LIKE, LOVE AND ENGAGE

If somebody posts something that you like
on social media, don’t just scroll past -
take the time to like it, love it or leave an
appreciative comment! Reacting

positively to other people’s posts ¢,

might seem like a small gesture

but could mean a lot to them. 59
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many devices which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adults.
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You may have been lucky enough to have unwrapped a smartphone at Christmas, or you might be
eagerly anticipating getting a new one at some point during this year. Whether it'll be your first ever
phone or an upgrade on your old model, it's always useful to have a refresher about how to set it up and
adjust the settings to keep yourself — and your valuable personal info — safe and secure. We've collected

some expert tips to help you enjoy your smartphone in the healthiest way possible.

" NEVER SHARE
YOUR PASSCODE

Alongside face or fingerprint
recognition, your passcode is crucial
to unlocking your phone and
accessing your apps and personal
information. You shouldn’t give it
out, even to close friends — after all,
___ you wouldn’t hand them a key to

~ | your house and let them go in for a
nosey around! If a friend wants to
use your phone, ask them why and
make sure you can see what they’re
doing with it.

— RESPECT PARENTAL
~. CONTROLS

If you're allowed to have a
smartphone, it's because your
parents or carers feel that you're
mature and responsible enough to
use it safely. They might set controls
and boundaries on your device — not
to spoil your fun but to help you avoid
hazards like too much screen time or
costly in-app purchases. Following
these rules means you can enjoy
using your phone while respecting

their wishes.
.

TALK TO A TRUSTED
ADULT P #

Whether it's to listen to music, play
games, create content or chat with
friends, using a smartphone should
be fun. If you're ever feeling anxious,
worried or scared about going on
your phone, then something isn't
right. It's important not to ignore
these feelings; instead, talk to

a trusted adult about what's
happening and how it’s

making you feel.

%N ) &
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Two words: look up. It might sound
obvious, but it's so easy to get
' immersed in what we’re looking at
or listening to on our phones that we
can become unaware of our
surroundings — or who might be
around us. People often walk with
their head down, focusing on their
‘ phone, and forget to check for
obstacles in their path, cars or other
pedestrians coming towards them,
which is clearly dangerous.

A

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and researcher
who has developed and implemented anti-bullying and cyber safety
policies for schools. She has written various academic papers and carried
outresearch for the Australian government comparing internet use and
sexting behaviour of young people in the UK, USA and Australia.

DEVELOP HEALTHY
HABITS

Phones offer a vast amount of
content and the chance to chat
with friends whenever we feel like

it, which can make it difficult to take
time away from the screen. If that’s
something you struggle with, you
could try setting time limits on
certain apps. Putting our phones
down for a while gives us more time
to interact with others or do
something physical that helps keep
us fit and healthy.

?

IGNORE UNKNOWN 7
NUMBERS .

( J
There are some scammers who
might call or text asking you to
share personal data or to click on a
link and provide your details. Some
may claim to be from a genuine
company, but trustworthy
businesses don’t spontaneously call
or message to ask for your
information. It’s safest to ignore calls
or texts from unknown numbers, and
never give your personal details out
over the phone.
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AGE-APPROPRIATE APPS

- REMOVE
TEMPTATION

ONLY USE

Before downloading a new app or
game, check what age rating it has.
Don’t feel pressured into getting a
particular game or app just because
your friends are using it. If it's
intended for older people, there's a
definite risk that it could include
content (which is violent or
frightening, for instance) or
language which isn’t suitable and
may leave you feeling upset or
disturbed.

A good night'’s sleep is so important
for concentration, mood and overall
health. Unwinding properly before
going to bed — which means not
staring at a screen late at night —
can often improve sleep quality. Put
your phone on charge overnight,
but not in your room. This means
you'll have a lot less temptation to
check any notifications, reply to
messages or get caught up
scrolling on social media.

all O
THINK ABOUT OTHERS

Watching videos,
listening to music or calling %
someone can all help to pass _
the time while we're on the bus, 3
waiting in a queue or walking down

the street. It's important to remain
mindful of other people, though: they
might not want to hear your tunes or y
your conversation. Likewise, if you're
calling from a public place then

don’t forget that anyone could

overhear something personal about

you.
‘ 74
OLOCATIO
In your phone’s settings, you'll
be able to disable geolocation for
individual apps and photos: this
means that people online (including
strangers) can’t see information
about where you are when you share
or post a pic. On the subject of
images, it’s also important to ask
permission before taking or sharing
a photo of someone — and don't

share embarrassing images of your
friends with others.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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SN&PCHAT

With over 900 million active monthly users and billions of ‘Snaps’ sent each month, Shapchat is a popular
messaging app among children and young people. It allows users to share fun, spontaneous pictures and
videos with friends and family while using playful filters. One of Snapchat’s unique features is that pictures,
videos and messages are only viewable for a short period of time.

SNAP STREAK

9&.5 TRIo 2

13

57

WHAT ARE

THE RISKS?

el P
ARTIFICIAL INTELLIGENCE

Snapchat’s use of artificial intelligence (Al)

includes features like the ‘My Al chatbot and
Al-powered filters, offering interactive experiences that
can be fun but also pose risks. These tools may share / 4
unfiltered or inaccurate responses, promote unrealistic / y
beauty standards, and collect personal data. .
Advanced filters and deepfake-style lenses can distort
reality, potentially leading to manipulation,

(S impersonation, or inappropriate content.

L
SCREEN ADDICTION

Snapchat boosts user engagement and daily use

with features like streaks (daily Snapchat exchanges
between you and a friend). When a streak’s been going
for a few days, users will see a & emoji. The number
alongside it shows the number of days, but if users
miss a day and break the streak, the only way to e
restore it is to pay. This encourages daily use habits, L

| and frequent notifications can keep users returning to

the app even more often.

SEXTORTION
Because Snapchat’s disappearing messages
feature may foster a sense of safety, users may
dator

become targets of sextortion. For example, a pre

may pressure someone into sending nude images,
then somehow capture those images to threaten and
intimidate the victim. This might involve claiming they
will share the images with friends or family unless
money is paid.

iy
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Snapchat+ is the platform’s premium

subscription service, offering early access to new and

exclusive features. In June 2025, Shapchat introduced

a new tier called Lens+, giving subscribers access to |

hundreds of lenses and AR experiences for playing, _
’ |

creating, and sharing Snaps. These paid features may
encourage young users to spend money to access
exclusive content, increasing the risk of overspending
or feeling pressured to make in-app purchases.

=i
( ACCESSIBILITY 4

Snapchat is now accessible from a web browser,
meaning children can use it on a laptop or tablet
without downloading the app. This can make activity
harder to monitor, reduce the effectiveness of parental
controls, and increase the risk of unsupervised
communication or exposure to inappropriate content.

= AR\
INAPPROPRIATE CONTENT g3

Some content on Snapchat isn’t suitable

for children. The hashtags used to group
content are determined by the poster, so
even an innocent search term could still yield
age-inappropriate results. The app’s disappearing
messages feature also makes it easy for young people
to share explicitimages on impulse — so sexting
continues to be arisk associated with Snapchat.

= { 4y

Created with guidance from Common Sense Media, Snapchat has
developed a Family Safety Hub that explains how the app works and how to
use its in-app protections for teens. It's recommended that you review this
guidance before allowing a child to download Snapchat. Remember, the
app is only intended for children aged 13 and over.

& NlHPd mtuEmish oo\

BLOCK AND REPORT

If a stranger connects with a child on Shapchat and makes them feel
uncomfortable by pressuring them to send or receive unwanted or inappropriate
images, the child can tap the three dots on that person’s profile to report or block them.
There are options to state why they’'re reporting that user, with a tailored reporting
section under the ‘Nudity and Sexual Content’ category. In this category, there’s the
option to report somebody for threatening to leak sexually explicit images, or ‘nudes’.

]
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Meet OQur Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian Government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.
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Source: See full reference list on guide page at: https://nationalcollege.com/guides/snapchat
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' ENCOURAGE OPEN DISCUSSIONS
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Snapchat’s risks can be easier to handle if you nurture an open dialogue. Talk
about scams and blackmail before letting children sign up. If they're lured into a scam,
encourage them to tell you immediately. Talk openly and non-judgementally about

sexting, emphasising its inherent risks. Furthermore, explain how popular ‘challenges’ on
the platform can have harmful consequences.

5 “ . - TS A hi

USE PRNACV SETTINGS TOGETHER

Sit down with the children in your care and explore Snapchat’s privacy settings
as a shared activity. You can help them adjust who can contact them, view their
stories, or see their location on Snap Map. It's a good opportunity to explain why some
settings are safer than others, reinforcing their understanding of online boundaries.
Encourage them to regularly review these settings, especially after app updates or E%Ix
changes in their friendship groups.

..
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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6. MONITOR THEIR ACTNITY

Keeping a discreet eye on how your
child is using social media can help
ensure they're not entering potentially
dangerous situations. As they grow
up, of course, children need space to
exercise their independence — but you
. can still occasionally ask to see what
[} = they’'re looking at. Be transparent

: > about your own social media use and

try not to soundJ'udgemental
about your child’s. m
Even for adults, it’'s tempting to check
an email or message as soon as the
alert sound pings. Push notifications
encourage people to open their apps
and spend time on their device, so
turning them off will help your child to
practise mindful use of tech. Most of
us have other things that we need to

. o4 ' focusonasa priorltr - and those
notifications will still be there later,

/1. UNDERSTAND THE
ALGORITHM @®i3

Algorithms rank content by user
interest: someone who regularly
interacts with sports news, say, will
see the latest results at the top of their
feed. Likewise, if a user browses
content that can cause harm, that’'s
what will be recommended to them in
future. Someone who's had a bad day
and looks for posts which reflect their
mood will find similar content being
suggested to them more and more.

2. AVOID THE MAIN FEEDS ,

%

Avoiding the default feeds on
social media platforms limits the
amount of recommended content (o
that’s shown. Users can opt to only f- .@
scroll through the accounts they -
follow, use restricted modes, or ™
highlight posts that they don’t want &
to see more of. Explore the platform \
safety settings to see how you can

take control of what your child’s phone
shows them when they open the app.

3. DISCUSS WHAT
THEY'VE SEEN

| Chatting about what your child’s seen
online keeps you aware of the content
they're interacting with. Don’t assume ’
that platforms are screening out

when we have more time.

- 2 © o g USEDEVICES TOGETHER

~ Giving children internet-enabled
devices and complete freedom to
explore platforms on their own can

# result in exposure to hugely damaging
content. You could consider making a

inappropriate material, or even that . '{/,’4- 4l pclrtictilur qreahqt hon:ebcla c:esiggqted *1
our child would recognise content as ' ik didoiod Rl -
% .- being harmful. Discuss who they on — making it much easier to monitor »
& follow, what posts they like and what & phat egiigntyour childigiiew RSy )

g N (if necessary) steer them away from

comes up in their feeds: if alarm bells any potentiaily harmful paths.

ring, it could be time for a more
in-depth talk or to seek support.
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4LEARNHOWTO hogly, * ENCOURAGE OTHER
o HIDECONTENT %) . ~
. : Mental health professionals often
If your child stumbles across E ¢ highlight the importance of exercise, =
‘ unsuitable content on social \ « quality time with loved ones, a
. mediaq, there’s the option to hide balanced diet and restful sleep for our o
] that post as well as indicating you'd v mental wellbeing. Spending hours on

refer any similar material not to

A / social media can cause us to sacrifice
( e suggested in future. On some 3
=

4 other activities that our brains need to
’ | feel well - so encouraging your child to
¢ put down their phone and enjoy

<J orething %‘:i‘rﬁ,‘:?:.:‘;‘e‘.';z:’;:zf?cm.ﬂ
W) TALK ABOUT PEER o P
' PRESSURE

Most platforms default children’s

accounts to private, so only people

they’ve accepted as friends can see

their posts. This reduces the risk of

bullying or unkind comments, but —

just like offline life — the digital world

can still make children feel as if they

| need to act or look a certain way to fit \

in. Talk to your child about peer

\ pressure, and listen to any concerns so
~4,Youcan provide the support they need. \

platforms, you might also be able
to block ﬁosts that contain specific
words, which is an excellent way to
start taking control of what your
child sees online.

5. SET DAILY LIMITS

Phones and most apps can tell
. you how much they’re being used.
Sﬁending too long online can mean a
child misses out on other activities
y that are important to all-round
| wellbeing. You could set some family
rules — for everyone to follow — around
device use, such as screen time limits
and tech-free spaces: involving your
child in creating this agreement
makes them more likely to stick to it.
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Meet Our Expert

Shazia Sarwar-Azim is executive headteacher at a specialist
primary school and, as an emotional therapy coach, works with
school leaders to focus on the SEND, mental health and wellbeing
agenda. A passionate advocate for vulnerable learners, Shazia is a
Fellow of the Chartered College of Teaching and the author of The
Rainbow Within, a book which supports children with SEMH needs.
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Currently, children are growing up in an immediate and throwaway culture when it comes to content that's consumed

online. So much material is now deliberately created to be shorter in hature — and may often contain hidden elements such
as advertising, or extreme political and cultural views. With complex algorithms built to keep people on their phones and

engaging with social media content, it's becoming increasingly difficult to reduce time spent on these platforms.

REDUCE

It's concerningly common for young people to spend
hours ‘doomscrolling’: trawling through social media
and aimlessly viewing every post they see, many of
which might make them feel sad or anxious. Social
media can be useful for keeping in touch with friends and
family, as well as staying up to date on current events.
However, it’s important to use it with a clear purpose,
instead of endlessly scrolling through content, which
could lead to young people accidentally discovering

harmful material.
Uy N

, TALK ABOUT Q <

THE CONTENT

It’s important to keep appraised of the kind of content
that a young person is being exposed to. Discussing what
they're watching online can help you understand why
they’re using social media in the first place. Furthermore,
ensure that children are aware of hidden content, such
as advertising of a product - and that they know how to
spot that the creator is being paid to talk about it.

5 FIND POSITIV
ASPECTS

Despite all the concerns, there’s plenty of wholesome
. content on social media. It's worth spending time with
children to help them find something suitable and
enjoyable. Perhaps you’ll even discover a joint interest,
and you can enjoy the content alongside the child. As
part of this, you should also point out why certain things
shouldn’t be given attention, explaining why itisn't
suitable and why it's been created in the first place.

4 REDUCE SCREENTIME

Young people can sometimes be unaware of the
exact amount of time they spend looking at social
media. Smart phones don't just have the capacity to
monitor screentime; they also record how much time is
spent on each app. Consider setting targets to reduce
this and support children to meet these goals, gradually
reducing the amount of time spent on different apps.

S FILL THE VOID

Monitoring and reducing screentime can create

a lot of free time to fill, and young people can even
face withdrawal symptoms when made to step away
from their phones. To mitigate this, consider what offline
activities you could introduce the child to, and what they
would enjoy. This can ensure that young users will
permanently cut down on their screentime, rather than
temporarily doing so while they know it’s being
monitored.

- i ! F a3y ol Ny
Meet Our Expert
John Insley is a senior leader in a Birmingham secondary school and has
vast experience in leading schools over the past 15 years - including the
development of computing curriculums across primary and secondary

schools, writing e-safety policies and supporting schools with
computing and e-safety advice.
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turn off notifications for the app in their phone’s settings.
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6 REDUCE NOTIFICATIONS (T)

One way in which social media platforms keep people o,
coming back is through notifications. The algorithms
behind these apps track people’s daily habits, including
the times of the day where they’re most likely to engage
with the platform. This data is then used to deliver
specifically timed notifications to draw them back in. To
avoid young users being exposed to this tactic, simply

s -
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LINE IN THE
REAL WORLD

Overexposure to social media can distort someone’s
perception of the real world — from body norms

to social conventions. This filtered environment can
make it hard for young people to distinguish reality
from online content, which is now becoming even more ‘
difficult with the rise of Al. To mitigate this concern, take
time to teach young people how to discern truth from
fiction, both on and off social media.

7

8 DIGITAL DETOX

Encouraging young people to take a ‘digital
detox’, from even just a couple of the apps that they
use, can result in an overall reduction of screentime and
less exposure to potentially harmful content.
Alternatively, rather than avoiding the app entirely,
encourage children to take a ‘digital detox’ from content
creators and influencers, and instead, keep in touch with
friends and family — which is generally a far healthier use
of these platforms.

| L@l R N
o MODEL GOOD
BEHAVIOUR

Consider the habits that you're demonstrating to your
children. How much time do you spend on your phone?
How much do you ‘doomscroll’? Comparing your own
usage with the child’s could put things into perspective
for them - or if it turns out that you're also overusing
social mediaq, it can turn screentime reduction into a joint
mission, which you and the child can work on together.

BE CLEAR ON ™
10 THE “WHY” S - Il

Research shows that young people can become ‘
addicted to social media. There are many schools 0
that are moving towards being ‘phone free’ due to the
negative impacts of using social media and phones
continuously. It’s important to explain to young people

why managing screentime is important. Set out the
benefits and ensure they have all the relevant

information, so it’s not just seen as a punishment.

National
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adulits.

SUPPORTING/CHILDRENITOIDEAL
WITH/UPSETTING/CONTENT

Raising children in the digital age seems to be getting tougher, with the world currently
experiencing so many uncertainties. From climate change to military conflicts around the
globe, right now children across the globe can scarcely go online without being exposed to

unsettling stories, images and ideas. Reassuring a concerned child can be difficult,

. :?_’]*« - .especially when bad news feels omnipresent. We've put together some advice to help
;ﬁ? R Ay you in discussing upsetting events with young ones.
'&F“:n_.- (e N T -
B
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' FIND OUTWHA

" There are many ways that children are

' RIGHT TIME, RIGHT PLACE

g KEEP IT AGE APPROPRIATE

. emotional response. With older teens, you

. It’s not only ?loung people who find upsetting
t

g through worrying times.

OUR CHILD KNOWS (1)

exposed to upsetting content in the media,
both online and offline. Before swamping
your child with information, find out what
they know already. Show them you’re
interested in what they have to say, practice
active listening and try to gauge how much your
child has been impacted by what they’ve seen.

L ==

Starting a conversation about upsetting content
probably isn‘t the best idea when your child is
studying for an exam or about to go to bed.
Choose a time when they're relaxed
and open to talking, to make sure you
have their full attention. Remember,
these conversations can become
emotional, so choose somewhere
your child feels safe and comfortable.

' with younger children, try and keep the

conversation more general and avoid leading
questions and complex detail. You can go

slightly deeper into the specifics with young
teenagers but keep monitoring their

can be more open about the realities and
consequences of what’s happening - but
again, do stay aware of their emotional
state.

EMPHASISE HOPE

Upsetting content can make anyone
feel angry, scared, sad or overwhelmed.
Try to find stories of hope, generosity
and strength related to the content you‘re
discussing. Children often feel reassured
when they know they can do something to
help, so encourage your child’s sense of
control through activities which make them
feel they’'re positively impacting the events
they’re concerned about.

MONITOR REACTIONS

All children react differently, of course, and
young people might not directly say that
they’re scared, un%ry, anxious, confused

or uncomfortable. Emotional reactions are

natural when discussin? upsetting topics,

so take note of your child’s body language

and reactions. Allow them to express their \

¥ N

feelings in a non-judgmental space and try to
stay mindful of how they might be feeling.

CONSIDER YOUR OWN EMOTIONS @

news difficult to process: adults also have to
deal with strong emotions in moments of stress.
Children develop coping strategies by mirroring
those around them, so staying on top of how you
appear to be regulating your emotion on the
outside is important for supporting your child

SET LIMITS

. Managing screen-time and content can be
- difficult even in normal circumstances, but

especially in unusual or stressful periods (at the

~ start of the pandemic, for example). It's virtually

impossible to keep children away from

upsetting content completely, but it's

1 important to try to limit exposure by using
parental controls, talking about the
dangers of harmful content and enforcing
screen-time limits.

TAKE THINGS SLOWLY

Try not to overwhelm your child with information
all at once: instead, take the discussion one step
at a time. You could make the first conversation
a simple introduction to a potentially upsetting
subject and then wait unti Jour child is ready

to talk again. Opening the door to the
conversation and demonstrating that your

child can talk to you about this type of issue

is a vital first step.

ENCOURAGEQUESTIONS  (9)

Online, troubling images, posts, videos and stories

are shared across multiple platforms, many of

I which your child might access. Even if the

content is qctuallr‘ inappropriate,

encourage your child to discuss what
they saw instead of being angry at
them for seeing it. Children are still

- learning that not everything online is

.. accurate — you want to be their ultimate

source of information, not their device.

FIND A BALANCE

There’s often a tremendous compulsion to stay
right up to date with events. Our phones 5

frequently send us push notifications

e @
b "

urging us to read the latest article or
view the most recent video on social
media. It's essential to remind your
child that it’s healthy to take regular
breaks, and to focus on positive events
instead of ’doomscrollin%' and risking
becoming overwhelmed by bad news.

BUILD RESILIENCE

News has never been more accessible. While our
instinct may be to shield children from upsetting
stories, it’s important that they’re equipped

with the tools to manage this content when Z
they are exposed to it. Talk about upsetting .
content more generally with your child an
emphasise that they can always tell you or

a trusted adult if something they see 9"

makes them feel uneasy.

E

IDENTIFY HELP

It's hugely important that children \
know where to find support if they \\\
encounter upsetting content online. D \
Encourage them to open up to an adult that

they trust, and make sure they’re aware of

who their trusted adults are. It is essential that
children understand that they're not alone, and
that help is available if and when they need it.

Meet Our Expert

Cayley Jorgensen is the director of FaceUp South Africa, which
is a reporting system that is currently being used by schools
and companies to fight bullying around the world. FaceUp
helps give a voice to bystanders by encouraging them to
speak up and get the help they not only want but need.

. National
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Safety’
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At The National College, we provide everything educators and trusted adults need to strengthen, manage and evidence their professional, and personal development, in one place, on one platform.
This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit nationalcollege.com for further information and resources.

What Parents & Carers Need to Know about

THE DANGERS OF VAPING

Data collected for ASH (Action on Smoking and Health) shows an increase in 11 to 17-year-olds experimenting with
vaping: from 7.7% in 2022 to 11.6% in 2023. It's concerning that these age-restricted products are getting into the hands
of under 18s as most contain nicotine, which can be detrimental to brain development and cause long-term addiction.

Some schools have reported students having their focus in lessons affected by nicotine cravings; vaping in school

toilets; and even trying vapes found in their local park. Raising awareness of the risks among young people could

help to prevent these problems from escalating and reduce the number of young vapers.

WHAT ARE
THE RISKS?

‘ﬂm

""x - " . = - -
‘»ff’h-)**lr AT N
¥ 1_“._. - % X,

i

|
g. Y

»

~ to such significant numbers
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WHAT IS VAPING?

NICOTINE ADDICTION *_ & el
‘ Vapes contain a liquid (vape.juice/e-liquid) that is heated by a battery and

Since they were initially

developed to help people

stop smoking, the vast majority

of vape liquids contain nicotine. Not

only is this a highly addictive stimulant,

but it can also have detrimental effects

on brain development in the under-25s.

Nicotine can decrease the ability to pay

attention, weaken impulse control, affect

mood and increase the likelihood of :

disposable (once the liquid or battery runs out, the vape is thrown away)
% rechargeable (the user replaces the liquid and recharges the battery on
x % demand). Most vape liquids contain nicotine and other chemicals. ¥

substance addiction as an adults g

POTENTIAL TOXICITY

Many vape liquids have been
found to contain ‘heavy’ metals (
such as lead, tin, nickel and gin
some cases) mercury - all of which
are toxic. These metals often take the
form of tinzlI shards inside a device’s liquid
tank, which are then inhaled into the
body. Some media reports have
suggested these metals are particularly
prevalent in illegally imﬁorted vapes
which don’t comply with UK regulations.

UNCLEAR LONG-TERM
CONSEQUENCES

The liquids in vapes also contain
solvents, which can create carcinogens
at the point of evaporation. Vapes were
only introduced into the UK in 2005 — and,
because of the relatively short timeframe
involved, there is insufficient medical
evidence to assess the long-term harms
that regular inhalation of these chemical

fluids might have on the human body.
°

& M

i n »
ATTRACTIVE PACKAGING

The packaging of many * +
disposable vapesis very +
appealing to young ﬁeople,
frequently echoing the colours

and flavours of the sweets or

fizzy drinks they’re used to buying.
There’s a relative lack of regulation
around vape marketing, and vaping is
often depicted positively on social media
- which can lead Young people to
develop favourable views of vaping and
overlook the possible harms.

i i
ENVIRONMENTAL EFFECTS

In the UK alone, around 5 , o" I
million disposable vapes go U )
to landfill every week. Due ;

of these products not being
recycled, their components — .
a lithium battery and a chemical
liquid — pose a toxic risk to the
environment, the ecosystem and wildlife.
Vapes are also predominantly made of
plastic and metal; materials that, of
course, do not naturally decompose.

Meet Our Expert

Run by the Cambridgeshire and Peterborough Healthy Schools Service
(commissioned by Cambridgeshire County Council and Peterborough City
Council), Catch Your Breath is a school-based project aimed at young people.
Its goal is to embed a proactive, coordinated approach among both primary
and secondary schools in discouraging smoking and vaping behaviours.

Source: https://www.bbc.co.uk/news/health-65809924
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evaporates, creating a chemical vapour which the user inhales. They canbe = ° ;f
or

~ and heart. These ingredients aren’t

tend to view vapes as
the perception (often strengthened
people don’t fully appreciate the

LACK OF AWARENESS

harmless, mainly because of g
. . gthe ®

on social media) that “vaping is cool”

concept of addiction: that is, they aren’t

A proportion of young people y”
the products’ aE))peqrance and ‘
and on trend. In many instances, young
adequately aware of the risk of

»becoming hooked on nicotine before
 trying a vape.

" WIDER HEALTH CONCERNS

Studies are already showing a
link between vaping and oral
health problems such as tooth
decay and gum disease. This
is because vaping reduces the
amount of saliva in the mouth, while
increasing bacteria — resulting in
bad breath and a build-up of plaque.
There are also concerns that, in some
users, vaping could lead to the
development of asthma, a persistent
cough and breathing difficulties.

UNREGULATED VAPING

PRODUCTS ‘
by

The number of retailers /’
willing to sell vapes to &
under-18s is a worry, as the chance

of these products being unregulated

(and therefore containing illegal

chemicals and higher levels of nicotine)

is high. A related concern is that the
mechanisms inside unregulated

products are unlikely to have been tested
and safety checked - resentin:ig o]

possible fire risk if the liquid and battery
come into contact.

SCARCE INFORMATION

The lack of information about

the ingredients and potentially .
harmful chemicals in a vape is

troubling. Some vape fluids d
(unregulated in the UK) contain

traces of nuts, which can cause an
allergic reaction or anaphylactic shock.
To date, medical warnings aren’t
required on vape puckagin? — with only
medical disclaimers being found on the
websites of the various brands.

VAGUE INGREDIENTS LISTS

Early research has suggested o,

that the chemicals used to

Eroduce some strawberry and
anana flavour e-liquids can

kill cells in the blood vessels

identified on the packaging, instead

- falling under the umbrella term ‘natural

and artificial flavourings’. Such vague
listings mean that consumers aren’

aware of the liquid’s content so can’
identify potential risks. i

HEALTHY
SCHOOLS

CAMBRIDGESHIRE
& PETERBOROUGH
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# WHY ‘KINDNESS MATTERS' & ‘*@Z@

HOW DOING GOOD DOES YOU GOOD |
4 U 5

‘WE MAKE A LIVING BY WHAT WE GET. WE MAKE A LIFE RY WHAT WE GIVE'

" ¥ SIR WINSTON CHURCHILL
THE FOCUS FOR THIS YEAR'S MENTAL HEALTH AWARENESS WEEK IS ‘KINDNESS MATTERS'. IT IS AN OPPORTUNITY T0O
LOOK INTO THE RENEFIT OF HELPING OTHERS WHICH 1S GOOD FOR IMPROVING OUR OWN MENTAL HEALTH AND WELL
BEING. HERE ARE SUME IDEAS TO GET YOU THINKING: ‘o
N
ALTRUIST % GENEROSITY
Altruism is acting in someone else’s best inferests in order to improve their In the confext of kindness, being generous with our time, o
welfare. When we feel compelled to donate money, shop for someone, call a resources and words can provide a low-cost approach to
relative in need or help a neighbour, we are considering the needs of others helping others. A generous act is accessible 1o all. Giving W O
even when we may not know them. Showing kindness like this, often compliments, for example, are a well-researched way of
motivated by empathy, creates a sense of purpose, making us creating a sense of wellbeing and positivity in o

fundraise for a local cause, bake cakes for neighbours consistently and with meaning, the community benefits are far reachingl o°
or wrife letters to older members of the community

who may feel isolated.

feel good and developing our wellbeing. Children and young community at school or with family. It helps us to recognise the positivity in
people can take part in alfruistic activifies at home or others as we actively choose to nofice and comment on what is valuable and
school. They could creafe a video for those in isolation, meaningful in someone else. When compliments are given regularly,

. HOLDING OTHERS IN MIND <7
o By holding someone in mind we show that we have been thinking about them
GIVE TO GIVE. NOT T RECEIVE *o and that they mafter to us. This act of kindness is so important now, more
Sometimes when we are kind there is no payback, which can make it more than at any other time, due fo isolation. A simple fext to say ‘I saw... on the
difficult to keep being kind. Our natural reaction is to shrink back and telly last night and it made me think of youl” or a quick call to say ‘I was
withdraw our kind act, feeling frustrated that it has either Just thinking about you yesterday and was wondering how

because” and for no other reason than a one-off act for
someone.

not been reciprocated or that it has not been valued. This you’re doing?” can mean so much. We probably all do o
is probably one of the most difficult concepts for children this naturally as part of showing hindness and care to

to understand and where the ‘random acts of kindness’ ofhers, but perhaps may not appreciate the

approach is helpful. If it is a random act then it is “just J importance of this for wellbeing. ()

KINDNESS WITH CAUTION ‘%\
(OMMUNITY 8 N There is a very helpful analogy that is used when we are in an emergency;

‘we should put our own oxygen mask on before putting on someone else’s’.

gle iAo eys i our conUTIAINTREERtenpnelleitg buleing What’s helpful here is that giving fo others can often improve our mental

us to feel less isolated as we connect with others. When we show kindness, health and wellbeing. H h , hen helping oth
it is something which we feel we can control, particularly when things may o cfgo’re (lqyevgs orel(;]\?érvs\rlmveel:/nezls Tf\:lseig'/:m:r:ﬁ;evg :(;}Ie; ping others can

feel a bit chaotic and unusual. Helping others can offen give us B “compassion fatigue’. So, we must balance our own
a different perspective on our own challenges and our own @ wellbeing with the wellbéing of others. We should

problems. Peer support, for example, is often overlooked tice if tart fo fes| Hul " if
as an important part of improving wellbeing. Older NOLCERIIN® S!CIE 1 6C! Fes e e oL
students can often greatly benefit from sharing similar, é " vouliERRRREs. hove iGN FGoroEHIEig

shared experiences and can offer a level of empathy and ﬁy @ i)fperiegg(ijn?l unuTS:OT| lileepb[?/OTT:YOan. thThiS
understanding that adults may not be able to. PDENS 11 gy © 10 10fie 0 Drear or 08
someone for help or supporf.

e —

‘KINDNESS 1S A SILENT SMILE, A FRIENDLY WORD, A NOD OF

ENCOVRAGEMENT. KINDNESS IS THE SINGLE MOST POWERFUL .
THING WE CAN TEACH CHILDREN. P °
g RA KTivisT & € » %p

For futher info, check out these

This guide has been wriften by Anna Bafeman. Anna is online resources: f

The passionate about placing prevention af the heart of every

. school, infegrating mental wellbeing within the curriculum,
Natloncgl school culture and systems. She is also a member of the
COllege advisory group for the Department for Education, advising
them on their mental health green paper.

https://www.mentalhealth.org.uk/blog/ran
dom-acts-kindness v

https://www.mentalhealth.org.uk/campaigns/
mental-health-awareness-week/get-involved
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

What Parents & Educators Need to Know about

— WORRY AND ANXIETY

Worry and anxiety are common emotions experienced by children, often triggered by uncertainty or fear.

While worry involves concern about future events, anxiety is a persistent feeling of dread or apprehension.

Current statistics indicate a rising prevalence of anxiety disorders among children, and this guide has
some expert advice on understanding and addressing these concerns.

I

UNDERSTANDING WORRY
AND ANXIETY

Worry and anxiety are emotional responses
to stress or uncertainty. Worry is typically associated with
potential misfortune, while anxiety is characterised by feelings
of fear, apprehension or unease. Both can manifest physically
through symptoms such as restlessness, fatigue or muscle
tension. Understanding the distinction between worry and
anxiety is crucial for effectively addressing these concerns in
children.

WHAT ARE

THE RISKS?

’@8\5 ok
LONG-TERM CONSEQUENCES 9

Untreated worry and anxiety in childhood can have potentiully
lifelong impacts on a person’s mental health and wellbeing.
Chronic anxiety may increase the risk of developing anxiety

‘ disorders, depression or other mental health conditions later in
life. Additionally, unresolved worry and anxiety can negatively
impact self-esteem, confidence and overall resilience. It's
essential to address these concerns proactively and provide

appropriate support and intervention.
B

A
THE IMPACT ON CHILDREN
Excessive worry and anxiety can have profound effects on
children's mental and emotional health. It may interfere with
their ability to concentrate, sleep or participate in daily
activities. Chronic worry and anxiety can also lead to physical
symptoms such as headaches, stomach aches or difficulty
breathing. Left unchecked, these concerns can escalate and
’ potentially contribute to the development of anxiety disorders

later in life.

L\
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« DIFFERENTIATING " <Qo g
WORRV FROM ANXIETY i '

While worry and anxiety share similarities — in that they both
involve concerns about possible trouble — anxiety tends to be
more constant and overwhelming. Worry may come and go
depending on circumstances, whereas anxiety can linger
regardless of the situation. It's essential to recognise when the
former crosses into the latter, as anxiety can significantly impact
a child's daily functioning and wellbeing.

THE EMOTIONAL TOLL

The emotional impact of worry and anxiety on children
can be significant, affecting their overall quality of life and
wellbeing. Children experiencing chronic worry or anxiety may
feel overwhelmed, irritable or helpless. They may also withdraw
from social activities or avoid situations that trigger their
anxiety, leading to feelings of isolation or loneliness. Addressing
these concerns early can help prevent long-term emotional
distress and promote healthy coping strategies.

ACADEMIC & SOCIAL IMPACTS

Impacts on the academic performance and social interactions
of children and young people are very possible. Frequent worry
or anxiety may impair concentration, memory and
problem-solving skills, making it difficult for children to succeed
in education. Anxiety can also hinder social development by
causing children and young people to avoid social situations or
to struggle with communication and interpersonal
relationships, potentially leading to feelings of isolation or
exclusion.

Ad\ﬁce for Parents & Educators

Parents and educators can foster a supportive environment by encouraging . —

acknowledging young people’s emotions can help them feel understood

and supported, reducing the situation’s intensity. Creating opportunities eg}

healthy coping strategies and strengthen communication bonds. ' =
BN | -7'1

Empowering children with effective coping strategies is essential for managing worry

and anxiety. Encourage the use of relaxation techniques such as deep breathing,

a sense of composure. Additionally, teaching positive self-talk and problem-solving

skills can help children develop resilience and confidence in managing challenging

T O
children to express their worries and anxieties openly. Actively listening and (&G ‘
e
for regular check-ins and discussions about one’s feelings can promote
mindfulness or progressive muscle relaxation to calm anxious thoughts and promote
situations.

Meet Our Expert

Adam Gillett is Associate Vice Principal for Personal Development
at Penistone Grammar School and works on secondmentoneday . i}
a week for Minds Ahead, which collaborates with schools on )

improving their mental health provisions.

X @wake_up_weds I3 /wuw.thenationalcollege

CREATE A SUPPORTIVE ENVIRONMENT ™\

D
N §

Parents and educators play a crucial role in creating a supportive
environment that promotes emotional wellbeing. Establishing routines,
providing predictability and offering reassurance can help relieve anxiety and
create a sense of security for children. Foster a culture of empathy and
understanding, where children feel safe enough to express their emotions
and seek support when needed.

SEEK PROFESSIONAL HELP

Recognising when to seek professional help is vital for addressing significant or
persistent worry and anxiety in children. If worry or anxiety significantly impacts a
child's daily functioning, interferes with their relationships or academic performance,
or causes significant distress, it may be necessary to consult with a mental health
practitioner. Early intervention can prevent long-term consequences and promote
positive outcomes for children’s psychological wellbeing.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

hat Parents & Educators Need to Know about

s YOUTUBE

Almost anyone with an internet connection knows YouTube. The Google-owned site lets anyone
upload videos to be shared around the world, and as a result, it's an incredible resource with instant
free access to material covering every conceivable topic. But with over 500 hours of video

uploaded every minute, not all of it will be appropriate for young eyes.

THE RISKS?
- CONNECT
| STRANGERS

f| YouTube is a social media platform which
g allows people to interact with other
(usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
| message other users directly. Connectin
with strangers online can potentially lea
to children being exposed to adult
language, cyberbullying and - in the
worst cases — online predators. If a child
is creating content themselves, this can
increase the likelihood of them becoming
a target.

N INAPPROPRIATE CONTENT

YouTube is free and can be accessed via
numerous devices, even without creating
a YouTube account. Some content is

_ flagged as ‘age-restricted’ (requiring the

~ user to be logged into an account with a

verified age of 18), but children can still
view some mildly inappropriate content.
This can include profanity and violence,

Kwhich some young users may find

4 upsetting.

CONNECT WITH STRANGERS

YouTube recommends videos
" related to what the user has previously

watched on their account, aiming to

| provide content that will interest thent.

| This is intended to be helpful but it can
also lead to binge-watching and screen
addiction - especially if ‘auto-play’ is
active. Users without an account are
shown popular videos from the last 24
hours, which might not always be
suitable for children.

e ——Nrwmowmi

RADICALISATION =

YouTube’s algorithm tends to promote
content that's getting the most traffic — a
lot of which can be quite extreme. This -
can be fine for harmless topics, but
YouTube isn’t regulated like television,
and that means that conspiracy theories,
fake news and hateful ideologies can
occasionally surface to warp
impressionable minds all too easily. l
Remember — the more they watch, the

more they’ll be recommended. :

TRENDS AND CHALLENGES

YouTube is teeming with trends and
challenges, some of which are fun to (
watch and join in with. Children often find
these immensely entertaining and might [
want to try them out. Most challenges
tend to be safe, but many others may
cause physical or emotional harm e
children who watch or copy them. The = |
painful ‘salt and ice challenge’ — where

people use these two in?redlents to burn

their skin — is just one of many examples.

SNEAKY SCAMMERS ¢

The comments sections of popular

content creators regularly have

scammers posing as that influencer,
attempting to lure users into clicking on

their phishing links. Scammers

impersonate YouTubers by adoptin

their names and profile images, an %\

P @ often offer cash gifts or ‘get rich quick’ ~
—. e ) schemes. Children may not realise that
R A _these users aren’t who they claim to be.
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For older children, Restricted Mode is an Creating a Google Family account allows YouTube is the online viewing platform
g ct’|vc\>,?nal isr?ct:tm?otﬁﬁaferﬁ’g{grsiglo SL%?‘equ%rpu CENSORED parents and carers to monitor what their of choice for billions of people, many of /\
b alcg hel Izgus%' graphic violehce, and sex%al chllhd |shwqtch|ng, up!ﬁacljmg,.anfl sh?‘rlpg them under 18. Younger children will watch
content) to underage viewers. To prevent children S etz R IR ) ELRD chgptayithetn different content to older ones, of course.
from chancing across a e—in&ppr%priqte content = s cchegyiduos, searEhesqansd ' MO ANt olKe € b O
on the platform, we would recommend enabling recommended videos. In general, a Google Family children interact with this material - and,
Restricted Mode on each device that they use to account glves a parent or carer oversight of how if applicable, with content creators - to t}
access YouTube. It’s worth also turning the their child uses sites like YouTube and helps to understand what they’re interested in.
quto-.?Iay feature off, to prevent YouTube’s ensure that they are only accessing appropriate Remember that creators often share content
algorithm automatically recommending content. outside of YouTube, so don’t ignore their web @
something inappropriate. presence elsewhere!

CONSIDER YOUTUBE KIDS CHECK PRIVACY SETTINGS IMTSPENDING. P \

It's possible to sidestep most inappropriate YouTube gives users the option of uploading Although YouTube is free, it does offer some e
content completely via Google’s own YouTube videos as ‘private’ or ‘unlisted’ — so they in-app purchases. For example, users can rent {/
Kids app for Android handsets and iPhone. This could be shared exclusively with family and and buy TV shows and movies to watch. If you’

lets you filter content by “preschool” (4 and friends, for example. Comments on videos like to avoid children purchasing content online,
under), “younger” (qges to 8) and “older” can also be disabled and channels that a limit their access to online payment methods.

(ages'9 to 12). This isn't a perfect substitute for child is subscribed to can be hidden. If the Manmerents have discovered the hard way that
personal supervision, as the app’s filtering child is only uploading videos set as a child happily consuming a paid-for series

system is automated, and Google can’t manually ;jprivote', they are far less likely to receive quickly leads to an unexpected bill!
review all videos. irect messages from strangers.

Meet Qur Expert

Alan Martin is an experienced technology journalist who has written for
the likes of Wired, TechRadar, Tom’s Guide, The Evening Standard and
The New Statesman.
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